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Quick Review
Attention scores:

𝑄𝑄𝐾𝐾𝑇𝑇

Attention map: 
A = softmax(𝑄𝑄𝐾𝐾

𝑇𝑇

𝑑𝑑𝑘𝑘
)

Attention map 
represents the  
pairwise 
dependency or 
relevance 
between tokens

Attention 
map

Examples of attention map



Quick Review
 There was a phenomenon called the attention sink in the 
Transformer
Attention sinks receive excessively large attention scores 
 It is not a major issue when truly important tokens become sinks 
 Non-semantic tokens becoming sinks: can lead to unintended model 

behavior



Quick Review
 In HW1, we conducted 
research on attention 
sink-aware adversarial 
attacks for ViT
 The motivation was to 
design a transferable 
attack by exploiting 
attention sinks, a 
common vulnerability 
of Transformer models



Quick Review
However, there exists a hallucination attack on MLLMs that is 
attention-sink-aware!

[1] Wang, Yining, et al. "Mirage in the eyes: Hallucination attack on multi-modal large language 
models with only attention sink." USENIX Security 25. 2025.
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1. Implementation of the 
Mirage in the Eyes



Mirage in the Eyes
Hallucination in MLLMs 



Mirage in the Eyes
Motivation 
 Decoding-stage 

attention-sinks cause 
hallucination
 Induce hallucination 

attacks by stealthily 
creating attention 
sinks during decoding 

Add adversarial 
perturbation to the 
image



Optimizing Adversarial Perturbations
Determine adversarial sink token idx

idx = arg max
𝑖𝑖
𝑠𝑠𝑖𝑖

(𝑙𝑙)

 ℎ𝑖𝑖
ℓ  :hidden state of the i-th generated token 

 ℎ𝑔𝑔
ℓ  :global input representation 
 mean of hidden states from image + prompt tokens

 Select the generated token with the highest cosine similarity to the 
global input embedding



Optimizing Adversarial Perturbations
Attention loss

 𝐴𝐴′ ℓ  :attention of tokens after the sink 
 idx: selected sink token 
 Encourages subsequent tokens to attend to the sink token 
 Induces a columnar attention pattern 
 Goal

 Force future tokens to rely on the sink token



Optimizing Adversarial Perturbations
 Embedding loss

 ℎidx
ℓ  :sink token hidden state 

 ℎ𝑔𝑔
ℓ  :global input representation 

 σ: similarity threshold (hyperparameter)
 Increases similarity between sink and input 
 Makes the sink token input-like 
 Goal

 Make the sink a meaningful (but imperfect) summary



Optimizing Adversarial Perturbations
Adversarial Objective

 𝑥𝑥𝑣𝑣 :original image 
 �𝑥𝑥𝑣𝑣 :adversarial image 
 𝛿𝛿: perturbation 
 𝜖𝜖: attack budget 
 𝛼𝛼: weighting factor
 PGD-style
 Optimize the image to create and amplify a misleading attention 

sink in decoding stage



White-box Attack



Black-box Attack



Defense: Attacking Mitigation Mechanisms



Defense: Attacking Mitigation Mechanisms

Why existing defenses fail
 OPERA (decoding-based)

score 𝑦𝑦𝑡𝑡 = log 𝑝𝑝 𝑦𝑦𝑡𝑡 ∣ 𝑥𝑥𝑦𝑦<𝑡𝑡 − 𝜆𝜆 ⋅ SinkPenalty
 Only penalizes sink patterns at output selection stage, but cannot fix earlier 

representation-level manipulation

 Other approaches also do not intervene in how attention is formed 
during generation
 E.g., VCD, LRV-Instruction, LURE, EOS-based

 Existing defenses fail because they operate after or outside 
attention formation, while Mirage manipulates the attention 
mechanism itself



Implementation
 Implementation based on their 
official Hugging Face code
 Setting
 Judge: gpt-4.1-mini (openrouter API)
 Models: LLaVA-5.1, MiniGPT-4
 Dataset: HalluBench (50 images)
 Epsilon: 8/255



Implementaion Results
White-box attack

 Black-box attack

Target Model Method / Condition HSR(%) HWR(%)

LLaVA-1.5
Clean baseline 33.9% 36.0%
LLaVA mirage 39.0% 40.3%
LLaVA mirage + OPERA 42.7% 46.4%

MiniGPT-4
Clean baseline 33.6% 39.2%
MiniGPT mirage 42.6% 44.9%
MiniGPT mirage + OPERA 43.9% 48.6%

Target Model Method / Condition HSR(%) HWR(%)

LLaVA-1.5
Clean baseline 33.9% 36.0%
MiniGPT mirage 31.4% 35.7%

MiniGPT-4
Clean baseline 33.6% 39.2%
LLaVA mirage 43.1% 44.9%



Implementaion Results (Attention Map)
 LLaVA-1.5 attention map (clean/adv/adv-clean)



MiniGPT-4 attention map (clean/adv/adv-clean)

Adversarial sink in decoding stage is matter!

Implementaion Results (Attention Map)



2. Defense of Mirage in the eyes
- Prefix Mitigation



Prefix Mitigation
A paper in the LLM quantization field
Mitigates statistical activation outliers by adding prefix tokens 
before attention



Prefix Mitigation
Motivation: maybe it could remove adversarial attention sink 
in decoding stage



Experiments
 Prefix

 LLaVA: USER: <s><s><s><s><ImageHere> Please describe this 
image in detail. ASSISTANT:
 MiniGPT-4: ###Human: <Img></s></s></s><ImageHere></Img> 

Please describe this image in detail. ###Assistant:

Target Model Prefix Location Hard Prefix

LLaVA-1.5 Before <ImageHere> <s><s><s><s>

MiniGPT-4 Before <ImageHere> </s></s></s>



Experiments Results
Although it mitigates attention sinks, it is insufficient as a 
defense

Target Model Method / Condition HSR(%) HWR(%)

LLaVA-1.5

Clean baseline 33.9% 36.0%
LLaVA mirage 39.0% 40.3%
LLaVA mirage + OPERA 42.7% 46.4%
LLaVA mirage + Prefix 40.2% 42.0%

MiniGPT-4

Clean baseline 33.6% 39.2%
MiniGPT mirage 42.6% 44.9%
MiniGPT mirage + OPERA 43.9% 48.6%
MiniGPT mirage + Prefix 48.5% 48.9%



Experiments Results (Attention map)



3. Defense of Mirage in the eyes
- DASH



ACT (Attention Calibration Technique)
A training-free method to optimize attention distributions 
during inference
 Identifies and reduces harmful attention sinks in selected 
heads
 Redistributes attention to other tokens

Goal: Improve model accuracy by correcting attention 
allocation



ACT (Attention Calibration Technique)
 There is a consistent location 
pattern (layer/head) in which 
attention sinks should be 
recalibrated to improve model 
performance



ACT (Attention Calibration Technique)
Head selection
 Step 1: Evaluate each head individually

Accℓ,ℎ = Performance after calibrating head ℓ ℎ
 Apply calibration to one head at a time

 Step 2: Select beneficial heads
𝐻𝐻 = ℓ ℎ ∣ Accℓ,ℎ > Acc𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏

 Keep only heads where calibration improves accuracy 
 Exclude heads where calibration hurts performance 

 Step 3: Apply ACT only to selected heads
ℓ ℎ ∈ 𝐻𝐻 ⇒ apply attention calibration

 Calibration is not applied globally 
 Only applied to selected layer-head pairs



ACT (Attention Calibration Technique)
Attention Redistribution
 Identify attention sink tokens in each layer/head: 

𝑆𝑆ℎℓ = 𝑡𝑡 ∣ 𝑎𝑎ℎℓ 𝑡𝑡 > 𝛼𝛼 ⋅
1
𝑁𝑁

 Reduce attention to sink tokens: 
𝐴̂𝐴ℎℓ 𝑘𝑘 𝑠𝑠 = 𝛽𝛽𝐴𝐴ℎℓ 𝑘𝑘 𝑠𝑠 , 𝑠𝑠 ∈ 𝑆𝑆ℎℓ

 Redistribute the reduced attention mass to non-sink tokens: 

�
𝑗𝑗

𝐴̂𝐴ℎℓ 𝑘𝑘 𝑗𝑗 = 1

 Apply this only to selected heads where calibration improves 
performance



ACT (Attention Calibration Technique)
Motivation
 Does Mirage, which targets 

hallucination attacks caused by 
non-semantic attention sinks, also 
exhibit patterns in the locations of 
adversarial sinks?

 



DASH: Decoding-stage Attention Sink Head Mitigation 

 1. Measure Decoding-stage Sink Strength

𝐶𝐶ℓ,ℎ 𝑗𝑗 =
1

𝑇𝑇 − 𝑗𝑗
�

𝑞𝑞=𝑗𝑗+1

𝑇𝑇

𝐴𝐴ℓ,ℎ 𝑞𝑞 𝑗𝑗

 𝑦𝑦𝑗𝑗 :generated token 
 𝐴𝐴ℓ,ℎ 𝑞𝑞 𝑗𝑗  :attention from later query 𝑞𝑞to token 𝑗𝑗
 High 𝐶𝐶ℓ,ℎ 𝑗𝑗  means token 𝑦𝑦𝑗𝑗 acts as a decoding-stage sink

 2. Find Mirage-induced Sink Heads
𝐸𝐸ℓ,ℎ 𝑗𝑗 = max 0 𝐶𝐶ℓ,ℎ

adv 𝑗𝑗 − 𝐶𝐶ℓ,ℎ
clean 𝑗𝑗 − 𝑚𝑚

 Compare clean vs. adversarial images 
 Large 𝐸𝐸ℓ,ℎ 𝑗𝑗  indicates an adversarially amplified sink 

𝑯𝑯𝐚𝐚𝐚𝐚𝐚𝐚 = heads with large 𝐸𝐸ℓ,ℎ



DASH: Decoding-stage Attention Sink Head Mitigation 

 3. Find Clean-safe Heads
𝑯𝑯𝐬𝐬𝐬𝐬𝐬𝐬𝐬𝐬 = ℓ ℎ : clean behavior is preserved

 Clean-safety criteria:
 Token F1 is preserved 
 Response length ratio is stable 
 No-degrade rate remains high 

 Only modify heads that do not harm clean generation.

 4. Select DASH Heads
𝐻𝐻DASH = 𝐻𝐻adv ∩ 𝐻𝐻safe

 Adv-sensitive: actually affected by Mirage 
 Clean-safe: safe to recalibrate 
 DASH modifies only the intersection



DASH: Decoding-stage Attention Sink Head Mitigation 

 5. Conservative Head Pruning
 Start from all intersection heads: 

𝐻𝐻DASHall = 𝐻𝐻safe ∩ 𝐻𝐻adv
 First apply redistribution to all candidate heads 
 If clean generation becomes unstable, remove heads conservatively: 

late heads → middle heads → early heads
 Motivation: 

 Later layers are more directly tied to language generation 
 Modifying them may more easily distort clean responses



DASH: Decoding-stage Attention Sink Head Mitigation 

 Clean-safety Proxy
 For each candidate set, compare clean outputs with and without DASH.

Token F1 ≥ 0.9
0.8 ≤

|DASH output|
|baseline output|

≤ 1.25

ImageAttn𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 ≥ 0.8 ⋅ ImageAttn𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏𝑏
 No malformed outputs 
 No-degrade rate ≥ 0.95 

 roughly ≥ 48 / 50 clean samples 

 Final Clean-safety Check
HSRDASH,clean ≤ HSRclean + 0.02

HWRDASH,clean ≤ HWRclean + 0.02
 DASH is accepted only if clean hallucination does not noticeably increase



DASH: Decoding-stage Attention Sink Head Mitigation 

 6. Apply Attention Redistribution
𝐴𝐴′ = Redistribute 𝐴𝐴 𝛽𝛽

 Reduce excessive attention to adversarial sink tokens 
 Redistribute attention to valid non-sink tokens 
 Use mitigation strength: 

𝛽𝛽 = 0.2
 Protect BOS, special tokens, and punctuation to avoid unnecessary 

disruption



DASH vs ACT

Aspect ACT DASH

Goal General accuracy 
improvement Mirage hallucination defense

Target LLM attention sinks MLLM decoding-stage sinks

Head selection Heads that improve 
accuracy

Adv-sensitive ∩ clean-safe 
heads

Attack awareness Not considered Uses clean vs. adversarial 
sink shift

Sink target General attention sinks Adversarial decoding sinks

Clean criterion Improves performance Does not degrade clean 
behavior

Token handling Default sink logic
Protects 
BOS/special/punctuation 
tokens



Experiments
 Setup
 Finding DASH layer/head from 50 images in HalluBench
 Evaluated the selected heads on a separate set of 50 images
 Ensured no overlap between head selection and evaluation data 

 Head selecting
 LLaVA example

 Final layer/head: LLaVA-1.5 (L1H19) MiniGPT-4 (L1H4)

Procedure Heads No-degrade rate Clean proxy pass

Initial = 𝐻𝐻𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑎𝑎𝑎𝑎𝑎𝑎 L1H19, L18H5, L22H11, 
L26H4 0.90 False

Remove L26H4 L1H19, L18H5, L22H11 0.92 False
Remove L22H11 L1H19, L18H5 0.92 False
Remove L18H5 L1H19 0.96 True



Experiment Results (White-box Attack)
Target Model Method / Condition HSR(%) HWR(%)

LLaVA-1.5

Clean baseline 33.9% 36.0%
LLaVA mirage 39.0% 40.3%
LLaVA mirage + OPERA 42.7% 46.4%
LLaVA mirage + DASH 36.1% 39.0%

MiniGPT-4

Clean baseline 33.6% 39.2%
MiniGPT mirage 42.6% 44.9%
MiniGPT mirage + OPERA 43.9% 48.6%
MiniGPT mirage + 
DASH 42.2% 46.3%



Experiment Results (Black-box Attack)
Target Model Method / Condition HSR(%) HWR(%)

LLaVA-1.5

Clean baseline 33.9% 36.0%
MiniGPT mirage 31.4% 35.7%
MiniGPT mirage + 
DASH 29.7% 31.3%

MiniGPT-4
Clean baseline 33.6% 39.2%
LLaVA mirage 43.1% 44.9%
LLaVA mirage + DASH 43.3% 46.7%



Experiments Results (Attention map)
MiniGPT-4



Experiments Results (Attention map)
 LLaVA-1.5



Future Works
 Scaling up 
 Use more images 
 Evaluate on larger datasets 

 Stronger Judge 
 Use more reliable models (e.g., GPT-4.1) 

More Diverse Settings 
 Vary thresholds and layer/head combinations 
 Test on more models 
 Explore different 𝜖𝜖 values

Adaptive Mirage Attack
 Introduce randomness across layers/heads 
 Design objectives that avoid fixed sink patterns 



Take-home Messages

Attention sink–aware attacks are feasible 
 Attention sink pattern during the token generation stage is the 

critical factor

However, they often exhibit identifiable patterns 
 In simple (naïve) settings, ACT-based methods show partial 
effectiveness in mitigating these attacks.



References
Wang, Yining, et al. "Mirage in the eyes: Hallucination attack 
on multi-modal large language models with only attention 
sink." 34th USENIX Security Symposium (USENIX Security 25). 
2025.
 Son, Seungwoo, et al. "Prefixing attention sinks can mitigate 
activation outliers for large language model 
quantization." Proceedings of the 2024 Conference on 
Empirical Methods in Natural Language Processing. 2024.
 Yu, Zhongzhi, et al. "Unveiling and harnessing hidden 
attention sinks: enhancing large language models without 
training through attention calibration." Proceedings of the 
41st International Conference on Machine Learning. 2024.



Q&A


	Attention Sink-driven Hallucination in Multimodal LLMs: A Purple Teaming Study
	Quick Review
	Quick Review
	Quick Review
	Quick Review
	Contents
	1. Implementation of the �Mirage in the Eyes
	Mirage in the Eyes
	Mirage in the Eyes
	Optimizing Adversarial Perturbations
	Optimizing Adversarial Perturbations
	Optimizing Adversarial Perturbations
	Optimizing Adversarial Perturbations
	White-box Attack
	Black-box Attack
	Defense: Attacking Mitigation Mechanisms
	Defense: Attacking Mitigation Mechanisms
	Implementation
	Implementaion Results
	Implementaion Results (Attention Map)
	Implementaion Results (Attention Map)
	2. Defense of Mirage in the eyes�- Prefix Mitigation
	Prefix Mitigation
	Prefix Mitigation
	Experiments
	Experiments Results
	Experiments Results (Attention map)
	3. Defense of Mirage in the eyes�- DASH
	ACT (Attention Calibration Technique)
	ACT (Attention Calibration Technique)
	ACT (Attention Calibration Technique)
	ACT (Attention Calibration Technique)
	ACT (Attention Calibration Technique)
	DASH: Decoding-stage Attention Sink Head Mitigation 
	DASH: Decoding-stage Attention Sink Head Mitigation 
	DASH: Decoding-stage Attention Sink Head Mitigation 
	DASH: Decoding-stage Attention Sink Head Mitigation 
	DASH: Decoding-stage Attention Sink Head Mitigation 
	DASH vs ACT
	Experiments
	Experiment Results (White-box Attack)
	Experiment Results (Black-box Attack)
	Experiments Results (Attention map)
	Experiments Results (Attention map)
	Future Works
	Take-home Messages
	References
	Q&A

