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ABSTRACT

As Machine Learning as a Service expands, protecting client data has become a critical challenge.
Homomorphic Encryption (HE) enables computation on encrypted data, but practical HE-based Al
still suffers from high latency and large key sizes. Among neural network operations, convolution
remains a central target for optimization, as it is fundamental to CNNs and increasingly used in
transformers and state-space models. To realize HE convolution, various packing strategies—defining
the data layout within a ciphertext—have been introduced, leading to state-of-the-art methods such as
multiplexed parallel convolution (MPConv), which is implemented with multiplexed parallel packing.
In this paper, we propose Rotation-Optimized Multiplexed Parallel Convolution (RO-MPConv),
which enhances usability by reducing the number of rotation operations and rotation keys—major
contributors to latency and key sizes in MPConv. Additionally, we introduce a small-level key system
to further decrease key sizes and a parallel baby-step giant-step matrix-vector multiplication, which
reduces rotations for packing strategies with multiple identical data entries, including multiplexed
parallel packing. Experimental results demonstrate that RO-MPConv achieves up to an 81% reduction
in convolution latency compared to MPConv. For key transmission, combining RO-MPConv with
the hierarchical rotation key system and our small-level key system achieves a 29X reduction in
rotation key size compared to MPConv. Furthermore, integrating RO-MPConv into existing state-of-
the-art models reduces their total latency by up to 26%, and our proposed matrix-vector multiplication
method reduces latency by 69%. Our code is fully available from https://github.com/byeongseomin51/

RO-MPConv.git.

1. Introduction

As Machine Learning as a Service (MLaaS) becomes
increasingly integral to various industries, the protection of
client data has emerged as a critical challenge. This has cat-
alyzed research into Privacy-Preserving Machine Learning
(PPML), which aims to reconcile the utility of MLaaS with
the fundamental right to data privacy.

A comprehensive survey by [1] identifies Homomorphic
Encryption (HE), Differential Privacy (DP), and Secure
Multi-Party Computation (MPC) as primary technologies
for achieving PPML, each with distinct trade-offs. For in-
stance, DP ensures privacy by adding statistical noise, which
may come at the cost of model accuracy. MPC offers ro-
bust security for collaborative computation but often incurs
high communication costs, posing a significant drawback
in client-server scenarios. In contrast, Homomorphic En-
cryption presents a compelling alternative by enabling direct
computation on encrypted data. This approach preserves
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data utility, thereby maintaining high model performance,
and provides strong cryptographic privacy guarantees, es-
tablishing it as a robust foundation for secure MLaaS.

In HE-based PPML, deep neural networks are typically
implemented using Fully Homomorphic Encryption (FHE),
as its bootstrapping functionality is essential for handling
the substantial number of sequential operations required
by deep architectures. Among the various FHE schemes,
the Residue Number System variant of the Cheon-Kim-
Kim-Song (RNS-CKKS) scheme [2], [3] is widely adopted
for its native support for real-number arithmetic, a critical
requirement for neural network computations. In standard
FHE-based PPML, the inference process begins with a client
encrypting their data and sending it with evaluation keys
to a server. The server performs FHE model inference on
the encrypted data and returns an encrypted result, which
only the client can decrypt. Despite its security strengths,
FHE-based PPML faces practical challenges, namely the
significant computational latency of FHE inference and the
large size of the required keys. Consequently, enhancing the
efficiency of FHE-based PPML remains a central focus of
current research.

Research on improving HE-based models can be broadly
classified into two main avenues: the optimization of linear
and non-linear operations. Homomorphic encryption na-
tively supports linear operations such as addition, multipli-
cation, and rotation, allowing the results of these computa-
tions to be nearly identical to those performed on plaintext.
However, a key challenge arises from the data layout within
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a ciphertext, which stores data in a one-dimensional array
of slots. The performance of multi-dimensional operations,
therefore, critically depends on the packing strategy—the
method used to map high-dimensional data onto this one-
dimensional structure. The choice of this strategy directly
dictates the efficiency of homomorphic linear operations,
which is measured by the number of computationally expen-
sive operations required, such as rotations and ciphertext-
ciphertext multiplications, and the consumption of the mul-
tiplicative level.

Conversely, non-linear operations, such as activation
functions, are generally handled by first approximating them
with polynomials, which can then be evaluated using HE op-
erations. For polynomial approximations, the packing strat-
egy has a less direct impact on performance. Instead, a fun-
damental trade-off exists: higher-degree polynomials yield
better accuracy but consume more multiplicative levels.
The rapid consumption of the multiplicative level, in turn,
increases the frequency of bootstrapping—the most compu-
tationally intensive operation in FHE—which is required to
refresh the ciphertext’s capacity for further multiplications.

In this paper, we focus on the optimization of linear
operations, with a specific emphasis on the convolution
operation. Convolution is a cornerstone of Convolutional
Neural Networks (CNNs) and is increasingly being inte-
grated into modern Artificial Intelligence (Al) architectures
such as Transformers [4, 5, 6] and State-Space Models
(SSMs) [7]. To implement HE-based convolution, various
packing strategies have been proposed. Among these, multi-
plexed parallel packing [8] is recognized as a state-of-the-art
approach that enhances ciphertext efficiency by compactly
filling the empty slots that arise from strided convolutions
and by arranging multiple small input data blocks contigu-
ously. This packing strategy is the foundation for multiplexed
parallel convolution (MPConv), a state-of-the-art FHE con-
volution algorithm introduced in [8] to implement ResNet
inference on multiplexed parallel packed data (hereafter MP-
CNN) for the CIFAR-10 dataset. The significance of MP-
Conv is underscored by its adoption in subsequent research,
such as in AutoFHE [9] or CryptoFace [10].

However, MPConv suffers from two significant draw-
backs: a high number of required rotation operations and
a correspondingly large set of rotation keys. Lee et al. [8]
mitigated this issue by strategically designing the network
architecture to execute MPConv operations at the lowest
possible multiplicative levels, where rotations are fastest.
While this design is effective for MP-CNN, it is not a general
solution. As research into non-linear function approximation
advances, the multiplicative level consumption can change,
and modifications to the CNN architecture may make it
difficult or impossible to constrain MPConv operations to
these low levels.

To overcome these limitations, this paper makes the
following key contributions:

1. We propose Rotation-Optimized Multiplexed Parallel
Convolution (RO-MPConv), an algorithm that recon-
structs MPConv to reduce the number of rotations

and the volume of rotation keys without other perfor-
mance degradation. This approach directly addresses
the fundamental challenges of latency and key volume
in FHE-based PPML. Our experiments show that RO-
MPConv reduces latency by up to 56% and the number
of rotation keys by up to 95% compared to the original
MPConv.

2. To provide greater flexibility for designing privacy-
preserving convolutional layers, we introduce a method
that enables a trade-off between consuming additional
multiplicative levels and reducing the number of
rotation operations. By strategically consuming one
or two additional levels, our RO-MPConv variants
can achieve further latency reductions of up to 79%
and 81%, respectively. Crucially, we demonstrate that
simply replacing MPConv with our RO-MPConv in
existing state-of-the-art models improves their total
inference latency by up to 26%.

3. We further propose a small-level key system that lever-
ages the fact that convolution operations are typically
confined to a specific range of multiplicative levels.
When combined with the existing hierarchical rotation
key system [11], this method reduces the rotation key
volume by approximately 29-fold compared to MP-
CNN.

As an additional contribution, we introduce parallel
Baby-Step Giant-Step (BSGS) matrix-vector multiplication
to accelerate operations like fully connected layers. By
requiring fewer rotations than the standard BSGS algorithm
with the diagonal method in [12], our algorithm achieves
a latency reduction of up to 69%. It is especially efficient
in settings where a ciphertext holds multiple identical data
entries sequentially, a common feature in various packing
strategies, including multiplexed parallel packing.

2. Related Works

The efficiency of deep neural networks over homomor-
phic encryption is fundamentally tied to the chosen pack-
ing strategy, which dictates how multi-dimensional data
is mapped onto one-dimensional ciphertexts. The optimal
packing strategy is often problem-dependent, varying with
the model architecture and its specific requirements. Among
the existing approaches, multiplexed parallel packing [8]
has emerged as a state-of-the-art strategy for implementing
HE-based CNNs and their variants. Its ability to support
generalized strided convolutions and its modular, block-like
applicability make it a versatile solution. Consequently, it is
widely adopted in research aiming to enhance the practical-
ity of HE-based models.

The broad applicability of MPConv is evident in its use
across various advanced research domains. For instance,
AutoFHE [9] and LPFHE [13] employed MPConv while
exploring mixed-degree CNNs, which utilize polynomials
of varying degrees for non-linear approximations across
the network instead of a single, fixed degree. CryptoFace
[10] implemented a private face recognition system using a
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Patch CNN architecture, employing MPConv to perform the
convolution operations. Research into HE-specific hardware
accelerators or compilers [14, 15, 16, 17] frequently uses
MP-CNN as a primary ResNet baseline for performance
evaluation, underscoring its status as a benchmark in the
field. The method’s versatility has also been demonstrated
in hybrid-packed CNNs [18] and Graph Convolutional Net-
works (GCNs) [19]. Furthermore, it is orthogonal to tech-
niques like group convolution [20] and the summed-area ta-
ble [21], which suggests that these methods can be combined
for even greater performance gains.

While multiplexed parallel packing is highly effective,
it is important to acknowledge the diverse landscape of
alternative packing and encoding schemes developed to ad-
dress specific challenges in HE-based CNNSs. In this context,
packing is the strategy for arranging high-dimensional tensor
data into a one-dimensional vector, whereas encoding is the
process of transforming this vector into a plaintext polyno-
mial that the encryption system can process. The choice of
encoding directly influences the packing strategy. The most
conventional approach is slot encoding, which is the method
utilized by the MP-CNN baseline.

Other notable approaches are as follows: Falcon [22]
employs frequency-domain packing with spectral encoding,
while Gazelle [23] uses a packed Single-Input Single-Output
(SISO) packing method. Some works focus primarily on
novel encoding schemes, such as the optimal group en-
coding in CrossNet [24], coefficient encoding in [25], and
the Coefficients-in-Slot (CinS) encoding in Neujeans [26].
Others, like Orion [27] and Chet [28], introduce compiler-
level optimizations, such as Toeplitz matrix-based packing
with double-hoisting and automatic data layout selection,
respectively.

However, each of these specialized methods entails
trade-offs that limit their general applicability. For instance,
Falcon’s frequency-domain approach requires computation-
ally expensive Fourier transforms for non-convolutional
layers. The methods in CrossNet and Gazelle are designed
for interactive settings that require frequent client commu-
nication, unlike the non-interactive scenarios we consider.
The techniques in Chet and Orion are often tightly cou-
pled with their specific compilers, reducing their flexibil-
ity for custom modifications. For instance, because Orion
explicitly utilizes double-hoisted rotations, it is challenging
to directly employ major HE libraries that do not na-
tively support this specific optimization (e.g., DESILO [29],
SEAL [30]) as backends without non-trivial adaptation.
Furthermore, coefficient-based encodings like that of [25]
sacrifice SIMD efficiency, and joint optimization strategies
like the convolution-bootstrapping fusion in Neujeans [26]
are ineffective when convolution and bootstrapping oper-
ations are not performed sequentially, such as in mixed-
degree models.

Ultimately, no single packing or encoding strategy has
proven universally dominant for all HE applications. Each
approach presents a unique set of advantages and trade-offs.

However, because multiplexed parallel packing is model-
agnostic and highly applicable to a diverse range of ar-
chitectures and practical use cases, it remains one of the
most robust and widely used methods. Therefore, optimiz-
ing its core algorithm, MPConv, is a critical step toward
bridging the gap between theoretical HE-based models and
their real-world deployment. By enhancing the efficiency of
this foundational algorithm, our work contributes to making
complex, privacy-preserving Al systems more practical and
accessible.

3. Preliminaries

3.1. RNS-CKKS Fully Homomorphic Encryption
The residue number system variant of the Cheon-Kim-
Kim-Song (RNS-CKKS) is a Fully Homomorphic Encryp-
tion (FHE) scheme that enables real number operations on
encrypted data. Specifically, ciphertexts are in the form of
(b,a) € R2, where Q is a product of some prime numbers

and Ry = Z, [X] /(X" +1). A single ciphertext contains
N /2 slots, each slot consisting of a single complex number.
In this paper, N /2 is represented as n,. All plaintexts have
a one-dimensional shape. For any one-dimensional data
A, including plaintexts, A[i] denotes the i-th entry, where
indexing starts from 0. Similarly, this applies equally to
higher-dimensional data. For instance, in two-dimensional
datg X the value at the i-th row and j-th column is denoted
as A[i] [j].

In RNS-CKKS, there are three main homomorphic op-
erations: addition, multiplication, and rotation. The addition
and multiplication operations correspond to addition and
multiplication between slots at the same positions within the
ciphertexts, respectively. Rotation involves cyclic shifting of
the values stored in each slot. In our paper, we will represent
these operations as follows: For ciphertexts Enc(m;) and
Enc(m,), which represent the encrypted plaintext messages
my and m,, respectively,

e Enc(m;) @ Enc(m,) = Enc(m; + m,)
e Enc(m;) © my = m; © Enc(m,) = Enc(m; - m,)
e Rot(Enc(m,);r) = Enc(PRot(m;r)),

where m; - m, denotes component-wise multiplication and
PRot(m; r) denotes the cyclically shifted plaintext vector of
m; by r to the left. RNS-CKKS is known to satisfy indistin-
guishability under chosen plaintext attack (IND-CPA) secu-
rity [31], which guarantees that no information leakage oc-
curs even after applying all supported homomorphic opera-
tions to ciphertexts. Moreover, it is well known that the RNS-
CKKS homomorphic encryption scheme can also satisfy the
stronger security notion of IND-CPAP, simply by adding
appropriately sized Gaussian noise to the resulting cipher-
texts while keeping the original homomorphic operations
unchanged [32]. Since all algorithms proposed in this paper
rely solely on the three main operations inherently supported
by the RNS-CKKS scheme, the security of our algorithms is
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Figure 1: Latency of RNS-CKKS basic operation - addition,
plaintext multiplication, rotation.

naturally ensured by the IND-CPA (or IND-CPAP) security
of RNS-CKKS. Moreover, data integrity is preserved with
only negligible error introduced by the approximate nature
of the scheme, ensuring that the ciphertexts undergo minimal
distortion during homomorphic computations.

In this paper, the rotation operation of rotating a cipher-
text by r is denoted as rotation with r shift. Rotation with
the same shift requires the same rotation key during the
operation. This means that rotation operations with different
shifts require different rotation keys, and since the size of
these rotation keys can be quite large, reducing them is one
of the important challenges for FHE-based PPML. Also, it
should be noted that in this paper, we only use plaintext mul-
tiplication, meaning that multiplication occurs only between
plaintext and ciphertext, not between ciphertexts.

Every ciphertext has a unique positive integer called the
multiplicative level (abbreviated as mult level or level when
there is no confusion). The level of a ciphertext indicates
the number of remaining homomorphic multiplications that
can be performed. When multiplying ciphertext with lev-
els /; and /,, the resulting ciphertext will have a level of
min(/, /) — 1. Similarly, for multiplication between an /-
level ciphertext and a plaintext, the resulting ciphertext has
a level of [; — 1. If the level becomes O due to repeated
multiplication operations, further multiplication becomes
impossible, and a bootstrapping operation is required to
increase the level again. This operation is the most compu-
tationally intensive operation in RNS-CKKS. The number
of levels consumed when performing an HE algorithm is
referred to as the depth of the algorithm. Therefore, when
designing a homomorphic encryption algorithm, it is crucial
to consider not only the number of heavy operations like
rotations and ciphertext-ciphertext multiplications, but also
the depth consumed.

The latency of all homomorphic operations, including
addition, multiplication, and rotation, is influenced by the
level of the ciphertexts. Operations performed at higher
levels require more time. The precise execution time of each
operation varies slightly depending on several initial settings
of CKKS, and in this paper, the time required for each
operation in our environment is depicted in Figure 1.

Table 1
Summary of convolution-related notation.
Notation  Description
h;, w; Height and width of the input feature map
h,,w, Height and width of the output feature map
¢ Number of input channels
c, Number of output channels
I Jfw Height and width of the convolution kernel
s Stride of the convolution
ki, k, Gap parameters of the input and output cipher-

text layouts, respectively
t Numbers of input/output channel groups,
where 1, = [¢;/k*] and 1, = [c,/k*]

Dis Do Numbers of identical parallel data blocks in the
input/output ciphertexts, respectively

P, Number of parallel data blocks merged in the
CrossCombine stage

q Number of ciphertexts used to cover all output
channels, g = [¢,/p;]

n, Number of slots in a ciphertext

r Latency of one rotation operation at multiplica-
tive level /

As indicated in Figure 1, the rotation operation takes
the longest time compared to addition and plaintext multi-
plication operations, and it also exhibits the highest rate of
increase in execution time with respect to the level. There-
fore, to achieve optimization of execution time in programs
utilizing RNS-CKKS, it is effective to reduce the number of
rotation operations.

3.2. Multiplexed Parallel Convolution

Due to its feature of supporting real number operations
in an encrypted state, RNS-CKKS is widely used in Privacy-
Preserving Machine Learning (PPML). In [8], CNN, par-
ticularly ResNet, was implemented using multiplexed par-
allel packing. Multiplexed parallel packing was proposed to
address situations involving convolutions with stride values
greater than 1. It possesses the property of being mul-
tiplexed, meaning multiple channels are interleaved, and
also exhibits the parallel property where the same data is
replicated multiple times within a ciphertext.

The convolution algorithm, performed on ciphertext that
is multiplexed parallel packed, is proposed as multiplexed
parallel convolution (MPConv) in [8]. MPConv involves
three main processes, denoted as SISOConv, RotationSum,
and ZeroOutCombine. These correspond to the SISO con-
volution, rotation and sum, and zeroout & rotation, rotation
& sum stages illustrated in Figure 6 of [8], respectively; we
adopt the compact names SISOConv, RotationSum, and Ze-
roOutCombine throughout this paper for readability. To de-
scribe these processes, [8] introduced various convolution-
related parameters, which we also adopt throughout this
paper for consistency and to avoid confusion. For readability,
Table 1 summarizes the main notation used in both MP-
Conv and the proposed method, while the precise parameter
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Figure 2: Notation of multiplexed parallel packed ciphertext in
this paper.

values and detailed configurations for each convolution are
provided in Appendix B.

The SISOConv process is based on single-input single-
output convolution proposed in [23, 33]. In terms of plaintext
size, assume that the three-dimensional single input to this
process is denoted as A € R¥*X¢ For a single kernel
K, which can be denoted as K € R/#»*fwX¢  the result of
the SISOConv process is B € R¥o*"X¢ The Rotation-
Sum process corresponds to combining the values at each
position of the channels in B. In this process, rotation and
addition operations are repeated log, c; times. The result of
the RotationSum process can be denoted as C € R¥“o*/s, In
the ZeroOutCombine process, since there are ¢, kernels, by
combining ¢, copies of C € R%*" we can get final results
as C' € RWo*hoX¢ In particular, the ZeroOutCombine
process can be viewed as divided into two subprocesses: the
ZeroOut subprocess, which removes invalid values, and the
Combine subprocess, which combines the results of each
channel. Finally, to maintain the characteristic of the parallel
existence of identical data within the ciphertext, the output
is copied by a few rotation and addition operations.

Since rotation operations are relatively computationally
intensive, the approximate performance of the algorithm can
be gauged by the number of rotation operations performed.
The number of rotations performed in each of the processes
SISOConv, RotationSum, ZeroOutCombine and copying
data are denoted as f,f,, — 1, ¢ (2[10g2 k;1 + [log, ti]),
¢,, and log, p,, respectively. Considering that the number of
rotations varies per level, let the execution time of rotation
operations at level / be r;. When multiplexed parallel convo-
lution is executed on a ciphertext with level /’, and since the
entire process consumes two multiplicative levels, the exe-
cution time can be summarized as follows. r/ ( Snfw— 1) +
ri—y (a4 (2[log, k;1 + [og, 1;1) +¢,) +ry_ (log; p, ).

Throughout this paper, we use the notation in Figure 2
to illustrate a multiplexed parallel packed ciphertext, specif-
ically for the case where the gap k = 2. Figure 3 simplifies
the multiplexed parallel convolution where each variable is
defined as w; = h; = w, = h, = 1,f, = f, = 3,¢; =
¢, =8,p, =p, =2,k =k, =2. bV corresponds to the
data of the j-th channel when the input data of convolution
is multiplied by the weight of i;-th kernel, and ¢; can be

defined as ¢; = ¥ V.

SISOConv

500 Eb<51) s P @ P ] [ bf)ibg) b @ [o@ 6 [p@
2 0 0 b0 b (s 6| b5 5 b 57 (o i o

S
|
>

b(15) ng)EbS) bg’) bgﬁ) b(zﬁ) bgﬁ) b(66)
bgf‘) bf)sb(f) bés) b(zﬁ) biﬁ) b;‘i) bgﬁ)

; RotationSum

S B T
b(37) b‘(:) Eb(77) bé” bgs) bis) bss) bgg)

. C1 HHE | HE | co | HE | | HE C3 | | ## | | ca | H#H# | | HH
#HE | #i | #HE | #HE | #H it #HE | Hi | #HE || | -
rot +1,+2,+4 rot +1,+2,+4

| Co | H# | co | # | Cy | #i#t | (| cs | ## | ## | ##
Hit | || HE | | HE | Hit | #HE || HE || HE ||
rot +1,+2,+4 rot +1,+2,+4

ZeroOut

] [E]
= =
i=his
ki

o
i
S
+
w
o
o]

rot+1 °

C1 | C2;C5 | Cg

C3 | C4C7|C8

L rotation&sum
N

€1 | C2 |C5 |C6 [C1|C2|C5|C6

c3|caler|cs|es|caler|cs

Figure 3: A conceptual diagram example of MPConv [8] where
wizhizwozhoz l’fu;th=3’ci=Co=8’pi=po:
2,k;=k,=2.

each data block is multiplied by different kernel weights.
This corresponds to the SISOConv process. In the Rota-
tionSum process, each data block has eight channels, so
with log, 8 = 3 rotations per ciphertext, the values of
the channels are summed. During this process, meaningless
values are generated which are denoted as ## in Figure 3. In
the ZeroOutCombine process, these meaningless values are
eliminated through multiplication operations and rearranged
to the correct positions through rotation operations. Lastly,
one rotation ensures that each ciphertext maintains the struc-
ture containing two identical parallel data blocks.

Furthermore, in the conventional method [8], multi-
plexed parallel convolution was tested in the situation of
six convolutions, which are CONV1, CONV2, CONV3s2,
CONV3, CONV4s2, and CONV4. To compare with this,
we also conducted several tests targeting these convolutions.
The parameters for each convolution can also be found in
Appendix B. In [8], the function Vec is often used to map a
three-dimensional tensor to a vector to describe convolution.
To avoid confusion, in our paper, Vec is defined similarly:
for a three-dimensional tensor B € R"*WiX¢i ' Vec(B) maps
tensor B to a vector in R". Vec(B) = (by, ..., bn,—l) € R"M,
where b can be defined as

B [[(i mod h;w;)/w,]]
bli] =4 [i mod w,] [li/hjw;]], if0<i< hwc

. j=1"j . . 0, otherwise,
In the input of the convolution, each ciphertext con-
tains two identical data blocks existing in parallel, and
Min et al.: Preprint submitted to Elsevier Page 5 of 24
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4. Rotation-Optimized Multiplexed Parallel
Convolution

As established in Section 2, MPConv provides a broadly
applicable and structurally flexible approach to homomor-
phic convolution. However, its practical deployment is hin-
dered by significant computational bottlenecks, primarily
due to its reliance on a large number of rotation operations.
As illustrated in Figure 4, the execution time of MPConv
grows super-linearly with the multiplicative level. Further-
more, the required rotation keys introduce a prohibitively
large volume of data, creating a practical bottleneck for
transmission and storage in client-server settings.

To overcome these fundamental limitations, this paper
introduces Rotation-Optimized Multiplexed Parallel Convo-
lution (RO-MPConv). The core principle of our method is to
restructure the convolution algorithm to minimize the num-
ber of rotation operations, thereby reducing both computa-
tional latency and rotation key volume without sacrificing
other performance metrics. This section details the three
key strategies behind RO-MPConv: a fundamental redesign
to reduce rotations, the exploitation of the correlation be-
tween the RotationSum and CrossCombine processes, and
the strategic use of additional multiplicative depth for further
performance trade-offs.

4.1. High-Level Idea

The primary strategy of RO-MPConv is to reduce both
computational latency and key transmission volume by min-
imizing the number of rotation operations. As summarized
in Table 2, the ZeroOutCombine process in the conventional
MPConv is a prime target for optimization. This is because
the number of rotation operations and the number of required
rotation keys are nearly identical, implying that each rotation
uses a unique shift and, therefore, a unique rotation key.
Consequently, reducing the rotations in this specific process
yields a dual benefit: decreased latency and a smaller key
volume.

The key idea of our approach is to modify the order of
convolution weights and the direction of rotations during the
RotationSum process by considering the final arrangement

Table 2
Number of rotation keys and rotation operations during
MPConv.

Convolution Process # RotationKey # Rot.at|on
operation
SISOConv 8 8
CONV1 RotationSum 2 4
ZeroOutCombine 16 17
SISOConv 8 8
CONV2 RotationSum 4 32
ZeroOutCombine 16 17
SISOConv 8 8
CONV3s2 RotationSum 4 64
ZeroOutCombine 33 34
SISOConv 8 8
CONV3 RotationSum 5 40
ZeroOutCombine 33 34
SISOConv 8 8
CONV4s2 RotationSum 5 80
ZeroOutCombine 66 67
SISOConv 8 8
CONV4 RotationSum 6 48
ZeroOutCombine 66 67

of the multiplexed parallel packed result from the outset.
In the conventional MPConv, illustrated in Figure 3, the
data corresponding to each channel is aligned to the same
position (the top-left in the diagram) after the RotationSum
process. However, to restore the multiplexed parallel packed
state in the final output, the Combine subprocess must then
perform a number of rotation operations nearly equal to
the number of output channels to move each channel to its
correct final location.

Figure 5 illustrates the high-level idea of RO-MPConv,
where the entire process is conducted in consideration of
the final channel arrangement. In the final output ciphertext,
channels c¢; through ¢, are grouped in the initial block of the
ciphertext, while channels c5 through cg are grouped in the
subsequent block. Furthermore, within these blocks, channel
pairs such as (cq, ¢s5), (c5,¢q), (c3,¢7), (c4,cg) Occupy the
same relative positions.

To achieve this structure efficiently, we introduce two
key modifications. First, the order in which convolution
weights are multiplied in the SISOConv process is revised.
Instead of a simple sequential multiplication, weights are
applied in an order that pre-positions the resulting channels.
For example, the results for channels 1-4 are generated from
the first parallel data block, while channels 5-8 are generated
from the second. Additionally, channel pairs with similar
target positions in the final layout (e.g., 1 and 5, 2 and 6)
are generated within the same ciphertext. This deliberate
placement ensures that they can be processed with the same
rotation direction in the subsequent RotationSum stage. Sec-
ond, during the RotationSum process, ciphertexts undergo
rotations in both positive and negative directions, not just
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Figure 5: A conceptual diagram of the high-level idea of RO-
MPConv, under the same conditions as in Figure 3.

positive ones. This strategic variation in rotation direction
allows the resulting valid values (the summed channels) to
be placed in locations that closely approximate their final
positions in the output ciphertext, rather than being gathered
in a single default location.

As a result of these modifications, the majority of chan-
nels are already aggregated into near-final positions before
the final combining step. This allows us to replace the origi-
nal Combine process, which meticulously repositioned each
channel one by one, with a new, far more efficient Cross-
Combine subprocess. The CrossCombine operation takes
these large, pre-arranged blocks of channels and moves them
into their final configuration with only a minimal number of
rotations.

It is important to note that while the modifications in the
SISOConv and RotationSum processes are crucial for en-
abling this optimization, they are performance-neutral. The
actual performance gain arises exclusively from replacing
the Combine process with the CrossCombine process. To
describe the gain achieved by the newly introduced Cross-
Combine process, we define p, as the number of parallel data
blocks that must be merged in CrossCombine. Unlike the
original Combine process, which individually repositions
each output channel, CrossCombine merges pre-arranged
channel groups, thereby significantly reducing the required
number of rotations. Quantitatively, this change reduces the
required number of rotation operations from c, to p, — 1.

In the six convolution scenarios previously mentioned, ¢, is
16, 32, or 64, whereas p, is a much smaller value, around
2, 4, or 8. This leads to a notable observation: RO-MPConv
is particularly effective for convolutions with a large number
of output channels (c,) as the reduction in rotations becomes
more significant as (c,) increases.

This improvement is reflected in the revised execution
time formulation. Defining the execution time of a rotation
at level / as r;, the total execution time of RO-MPConv
operating on a ciphertext at level I’ can be summarized as fol-
lows: ry (frfiw = 1) + ro_y (g (2[logy k;1 + [logy 1;1)) +
ry_y (e — 1 +1og, p,).

4.2. Using the Correlation of the RotationSum
and CrossCombine Processes

The objectives of the three main processes in multi-
plexed parallel convolution are distinct. The SISOConv pro-
cess computes the product of the input data and the kernel
weights. The RotationSum process then aggregates the val-
ues from each of these resulting channels. Finally, the Ze-
roOutCombine process filters out invalid values generated
during RotationSum and rearranges the valid values into
their correct final positions.

As established in the previous section, the replacement
of the Combine subprocess with CrossCombine in RO-
MPConv reduces the number of rotations required in the fi-
nal stage. This newfound efficiency opens up an opportunity
for a further optimization: a strategic trade-off between the
RotationSum and CrossCombine processes. The core idea is
to perform fewer merge operations during the RotationSum
phase and compensate for the incomplete summation by
performing additional rotations during the CrossCombine
phase.

In the conventional RotationSum process, each rotation-
and-addition operation typically halves the number of dis-
tinct channel components within a ciphertext, requiring
[log, ;] rotations per ciphertext to fully merge all channels.
If we reduce the number of rotations performed per cipher-
text by x, the number of rotations in the RotationSum stage
decreases by g-x. However, this leaves 2* partial sums within
each ciphertext that must be combined later. Consequently,
the number of parallel data blocks to be merged in the
CrossCombine stage increases by a factor of 2*. This trade-
off is generally infeasible in the original MPConv because
the number of rotations in its Combine step is already large
(c,), and doubling it would negate any savings. In contrast,
RO-MPConv’s CrossCombine process requires only a small
number of rotations (p, — 1), making this trade-off viable and
often advantageous.

Figure 6 provides a conceptual example of this tech-
nique. In this diagram, the notation bﬁ)’jz’h j, Tepresents the
sum of four channel values: b;.il) + b;.iz) + bj.i; + b;:). After
the SISOConv process, each parallel data block contains
8 channels. In the standard RO-MPConv shown in Figure
5, the RotationSum process would perform 3 x 4 = 12
rotations, followed by 1 rotation in the CrossCombine pro-
cess, for a total of 13 rotations. However, in Figure 6, we

Min et al.: Preprint submitted to Elsevier

Page 7 of 24



Low Latency, Small-Key Convolution for Private NN

SISOConv

b0 60 D 600,016 6 | (PP BP P O @ 5O [5®
bu) B 1>.bu bu b(5 b(s bs) b | 5P o 6@ b(e) b(s) QIR

b<l:s) b<23) b?) b? b(v) b(v).b<7) b7) bg4) bg&) b(54) bé‘“ bgs) b;s) b(B b(8>
b 5P b3 b b” b(” b“) b7) o558 165 60 [0V [ b

7
; RotationSum

1 5 a0 2 2
é,e);,zs b<1,zl,3,4 e (527 s|** &g,a | é,gm

] [
wt ) wn fel we e we fele| we
2
m
## |b.

(©)
5,678 | g
## #Ht
of -1,+
|

®
4 105.6,7,8

rot -1,-2

i

#it

(1)
1,2,3,4

«

¥

¥

¥

¥

3
F|E[[E[=

¥

| ¥

vans| ] (C PO

2) (5) 6

(14,]2,3A b5,6,7 505678
(YNRT0)]

b172,3,4 b5,6,7,8 b5,6,7,8

)
12,34

A
5,6,7,8 "5,6,7.8

@ @

o@

b
5,6,7.8 '5.6,7.8 123401234
rot+4 . rot+4
* CrossCombine

C1|C2;C5Co

c3|cqler|cs

Figure 6: A conceptual diagram showing how RO-MPConv
leverages the correlation between the RotationSum and Cross-
Combine stages to reduce rotation counts.

reduce the number of rotations in RotationSum to 2 per
ciphertext, for a total of 2x4=8 rotations. This leaves two
partial sums per block. The number of items to be merged in
CrossCombine, therefore, increases from 2 to 4, requiring 3
rotations. The new total is 84+3=11 rotations, demonstrating
a net reduction.

However, the optimal number of rotations to defer is not
fixed, as the execution time of a rotation varies with its mul-
tiplicative level. Specifically, rotations in the RotationSum
process occur at a higher (and thus slower) level than those
in the CrossCombine process. Therefore, a careful balance
must be struck to achieve the minimum possible latency.

To formalize this trade-off, let x denote the number
of rotation stages deferred from the RotationSum process.
When using this correlation, the optimal value of x for a 2-
depth convolution starting at level / can be found by solving
the following minimization problem:

1) M

argmin (r,_lq ([logz ¢l — x) +r_ (2"[)C -
X

where x is an integer satisfying x € [0, log, (2 [log, ;] pi/ co)] .

The first term in the equation accounts for the total time of
the reduced rotations in RotationSum, while the second term
reflects the time for the increased rotations in CrossCombine.
The upper bound for x is determined by the finite length of
the ciphertext, which limits the number of partial sums that
can be combined, an issue discussed further in Section 8.
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Figure 7: A conceptual diagram of the RO-MPConv variant
that utilizes an additional multiplicative depth.

4.3. Convolution with Additional Depth

The latency of FHE algorithms is mainly determined
by the number of expensive homomorphic operations, such
as rotations and ciphertext multiplications, and by the fre-
quency of bootstrapping when the multiplicative level is
exhausted. Thus, efficient FHE algorithm design requires
balancing the number of such expensive operations against
multiplicative-depth consumption. This type of trade-off is
common in the FHE literature. For example, Chen et al.
[34] study the trade-off between additional depth and exe-
cution time in the Slot ToCoeff and CoeffToSlot procedures
of bootstrapping, while Lee et al. [35] study the trade-off
between additional depth and approximation accuracy for
ReLU evaluation.

In this subsection, we introduce a family of RO-MPConv
variants that use additional multiplicative depth to further
reduce latency. The key idea is to merge ciphertexts that
require the same rotation shift during the RotationSum
process. Because RO-MPConv allows ciphertexts to follow
different rotation directions, their valid values can appear at
different positions, enabling such ciphertexts to be merged
after filtering invalid values. This reduces the number of
subsequent rotations. This flexibility is not available in the
original MPConv: in the conventional structure shown in
Figure 3, all ciphertexts follow the same rotation pattern in
RotationSum, so their valid values appear at identical po-
sitions and cannot be effectively merged without additional
rearrangement.
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Figure 7 illustrates this additional-depth optimization.
Starting from the RO-MPConv layout in Figure 5, cipher-
texts can have different valid-value positions because they
are rotated in different directions during RotationSum. In
the example, ciphertexts that require a +2 rotation and those
that require a —2 rotation are first grouped separately. Within
each group, the ciphertexts are filtered to remove invalid
values and then merged before applying the corresponding
rotation. This filtering step requires plaintext multiplication,
and therefore consumes one additional multiplicative level.
However, because the valid values occupy different posi-
tions, the merged ciphertexts do not overlap in their valid
slots.

Compared with the 2-depth RO-MPConv in Figure 5,
the additional-depth variant in Figure 7 reduces the num-
ber of rotations in the RotationSum and ZeroOutCombine
processes from 13 to 9. This example shows that additional
multiplicative depth can be used to reduce rotation opera-
tions. From the rotation-key perspective, the optimization
mainly reduces the number of times existing rotation shifts
are used, rather than introducing new rotation shifts. There-
fore, additional-depth RO-MPConv variants have negligible
impact on the total number of required rotation keys.

The maximum additional depth that an RO-MPConv
variant can consume is a function of ¢, the number of ci-
phertexts available for merging in the RotationSum process.
The underlying mechanism involves iteratively combining
these g ciphertexts in pairs, where each iteration of merging
consumes one additional multiplicative level. For g > 2, this
merging process can be repeated at most [log, g| — 1 times.
Given that the standard RO-MPConv already consumes two
levels, the maximum total depth for a variant becomes 2 +
(llogy q] = 1) = [log, q] + 1.

We now formalize the performance of RO-MPConv
variants that utilize both the RotationSum-CrossCombine
correlation and the additional depth-consuming technique.
Consider an RO-MPConv variant that consumes d + 1
multiplicative levels, where d > 2, and starts from level /,
where | > d + 1. The rotation latency of the RotationSum
and CrossCombine processes can be approximated as the
following equation:

d
Xmd
i1 (xlq)+2 Fiem # +r_go1 (2%pe 1) (@)
m=2 ]:1 qj

where variables are defined as H:i,,: 19m = @ [logy ¢;]—x =
Zi:] x,, and x,, > [log, q,,] for all m. Here, x has the same
meaning as in Subsection 4.2; equivalently, [log, ¢;] — x
is the number of rotation stages performed in Rotation-
Sum. The variable x,, denotes the number of rotation stages
performed before the m-th ciphertext-merging stage, and
q,, denotes the number of ciphertexts merged at that stage.
Since x,, rotation-and-addition stages can aggregate up to
2*m components within a ciphertext, at most 2*» ciphertexts
can be merged in the m-th stage. This gives the constraint

X, 2 [logy g, 1.

In practice, the use of additional depth is determined
offline. First, the target depth parameter d is fixed accord-
ing to the available multiplicative levels before the next
bootstrapping operation. Then, the parameters x, {xm}:’n v
and {qm}fn _, are selected to minimize Equation 2 subject
to the above constraints. Because the feasible combinations
are limited and Equation 2 is simple to evaluate, this opti-
mization can be performed by brute-force search. Moreover,
these parameters are fixed during the implementation of RO-
MPConv and are not optimized during inference, so this
search has no impact on runtime latency.

4.4. Algorithm Description

In presenting the main idea of RO-MPConv, we focused
on reducing the number of rotations required in the Ze-
roOutCombine process to reduce execution time and the
size of rotation keys. Also, by leveraging the relationship
between RotationSum and CrossCombine, as well as using
convolution with additional depth, we were able to achieve
further execution time reduction. In this section, the focus
is on explaining the algorithm of RO-MPConv, taking into
account such ideas.

Through our high-level idea proposed in Subsection 4.1,
it is evident that optimization of computations is feasible.
Howeyver, due to the nature of the idea, which involves con-
sidering the arrangement of results, the method of carrying
out computations is not unique. For instance, Figure 8 is
a modified convolution of Figure 5. Upon observation, it
can be seen that although the batch of kernels and types
of rotations may vary slightly, the output of the convolu-
tion remains the same, and the number of rotations is also
identical. These modifications in the RO-MPConv algorithm
do not affect the performance, which means the number of
rotations or the size of rotation keys does not change, and
it only changes the shift of the rotation operation. Indeed,
the RO-MPConv algorithm is not unique and possesses a
heuristic aspect.

Thus, we will not provide a single fixed generalization
of how kernel weights are arranged and which rotation
operations are employed in the RotationSum process and
CrossCombine process; rather, we will provide blueprints
detailing these aspects. Each rotation-optimized convolu-
tion requires three blueprints: KernelBP, RotationSumBP,
and CrossCombineBP. These blueprints contain information
about the kernel placement, the rotation shifts used during
the RotationSum process, and the configuration for the
CrossCombine process, respectively. The precise values for
each blueprint used in our experiments can be found in
Appendix A.

To describe the proposed RO-MPConv algorithm, we
first define several utility functions and tensors for manip-
ulating data within ciphertexts. These include valid value-
selecting tensors (5,.S’,S”") and a weight-to-vector map-
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Figure 8: Showing the non-uniqueness property of RO-
MPConv. Same condition, and same performance as Figure
5, but the kernel arrangement and shift amount of rotation are
different.

The components of filter S are defined as follows:

1, if (r>0and (i; mod2r) <r) or
(r<Oand (i; mod |2r]) > |r]) 3
0, otherwise,

S(r) [ll] =

S’ filters out parallel data in the ciphertext. For a ci-
phertext which has [ identical data in parallel, filter ")
selects the k-th data. S"®D = (§"®D[i ), ., € R™. The

components of filter .S"%!) are defined as follows:

S0 ] = {é’

S" filters out data considering when the stride value of
convolution is greater than 1. S” = (S8"[i;1)o<;, <, € R™.
The components of the filter S” are defined as follows:

iftmk/l <iy <n(k+1)/1
otherwise,

“

S [il] _ 1, ifi; mod kgwo < k;k,w, and iymodk, < k;
0, otherwise,

&)

The function ParWgt (U;iy,iy,i3) maps the weight ten-

sor U € RMWwixeXe, to a plaintext vector in R via
—I1(iisi3)

ParWgt (U iy, iy, i3) = Vec(U >where i, €

[0, f), i, € [0,f,). iz € [0,q). Parallelly multi-
—I’(il,i2,i3) .

plexed shifted weight tensor U is defined as follows.
ﬁ’/(ipiz»lé) <ﬁ”("1»"2»"3)[i5] [i6] [i7]> € Rkihixkiwxt;p;
where is € [0, k;h;), ig € [0, k;w;), and i; € [0, t;p;).

(0, if k2(i;modt,) + k,(ismodk,)
+ igmodk; > ¢;
or [iz/t;] + pii 2 ¢,
ot Lis/k,) = (fy = /2
+iy [0,k — 1]
or Lig/k;] = (f = /2
+iy & [0,w; — 1],

| Ui 1 g lig] otherwise,

—I1(i5in.i3)
U

lis]ligliz] = S

(6)

igand iy are defined as ig = k? (i, mod 1;)+k; (is mod k;)+
(ig mod k;), and ig = KernelBP [p;is] [Li;/1:]]-

Since the RotationSum process used in RO-MPConv
follows different rules, we redefine the SumSlots algorithm
in [8] as AdaptSumSlots (Algorithm 1), which incorporates
both the RotationSum process and SISOConv. Its execu-
tion flow is determined by RotationSumBP, whose entries
specify the operation type through opType. When opType
is 0, the algorithm performs a standard rotation-and-add
operation in the RotationSum process. For example, the
entry [0, 2048] means that the ciphertext is rotated by 2048
and added to the original ciphertext. When opType is 1, the
algorithm performs an intermediate ciphertext-merging step
inside RotationSum, thereby consuming additional multi-
plicative depth. For example, the entry [1,4, 1,32] means
that four ciphertexts are aligned using sign-dependent rota-
tions with shifts 1 and 32, filtered to remove invalid values,
and then merged. When opType is 2, the algorithm performs
the final preprocessing step before CrossCombine. This op-
eration separates the partial outputs into different blocks
by applying sign-dependent rotations and filtering invalid
values, so that each block can be handled separately in the
subsequent CrossCombine stage.

The three blueprints used in RO-MPConv specify dif-
ferent parts of the computation. KernelBP determines the
placement of kernel outputs within ciphertexts and is used
in the mapping function ParWgt. RotationSumBP deter-
mines the recursive RotationSum procedure in Algorithm 1.
Specifically, RotationSumBP[0][0] stores the last index of
RotationSumBP, and RotationSumBP[i][0] stores the opType
of the i-th operation. For opType 1 or 2, RotationSumBP[/][1]
stores the number of ciphertext blocks associated with
that operation. Finally, CrossCombineBP specifies the final
CrossCombine stage in Algorithm 2: CrossCombineBP[0]
stores the number of intermediate blocks to be combined,
denoted by CrossNum, and CrossCombineBP[i + 1] gives
the rotation shift applied to the i-th intermediate block.

As an example, consider the operation illustrated in
Figure 8. Here, KernelBP = [[1,3],[2,4],[5,7],[6,8]],
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Algorithm 1 AdaptSumSlots(i’, d, ct/, U)

Algorithm 2 RO-MPConv(ct,, U)
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Input: Indicating the order of ciphertext i’, Rotated
parallely multiplexed tensor ciphertexts ct/, Current
location within RotationSumBP d, and weight tensor U
Output: Tensor ciphertext ct, and filter of ct,, that apply
zero out S}.

: Ctb <« Ctzero

sb “ sone

: opType « RotationSumBP[d][0]

if d = 0 then
fori; < Oto f;, —1do
fori, <~ 0Oto f, —1do
ct, < ct, ® ct;(”"z) © ParWgt(U; iy, iy, i")
end for
end for

- end if
. if d > 0 then

if opType = O then
ct,, S, < AdaptSumSlots(i’, d — 1, ct(’x, U)
r’ « RotationSumBP[d][1]
ct, < ct, @ Rot(ct,; ')
S, « 8,05
end if
if opType = 1 then
SumN <« RotationSumBP[d][1]
for i" <« SumN x i’ to (SumN +1)x i’ —1do
ct,, S, < AdaptSumSlots(i”,d — 1,ct/,U)
for j < 2tolog,(SumN) + 1 do
r' < RotationSumBP[d][/]
if ((i” >> (j—2))&l) =1 then
ct, < ct, @ Rot(ct,; —r')
S, <S5, 08"
else
ct, « ct, @ Rot(ct,; r")
S, 8,085
end if
end for
ct, < ct, @ (ct, ©S,)
end for
end if
if opType = 2 then
cty, S, < AdaptSumSlots(i’,d — 1,ct/,U)
for j < 2 to log,(RotationSumBP[d][1]) + 1 do
¥ < RotationSumBP[d][/]
if (" >>(j—2))&1) =1 then
ct, < ct, @ Rot(ct,; —r')
Sy — S, © .S
else
ct, < ct, @ Rot(ct,; r’)
Sy < S, 08
end if
end for
S, « S, 05"
end if
end if
return ct,, S,

1: Input: Parallelly multiplexed tensor ciphertext ct/ and
weight tensor U.

2: Output: Parallelly multiplexed tensor ciphertext ct(’:

3: Ct] < Clygp

4: foriy < 0to f, —1do

5: fori, < Oto f,,— 1do

6: et Rot(ct]; k2u;(iy —(f,—1)/2)+k;(ir—
7: end for

8: end for

9: CrossNum <« CrossCombineBP[0]
10: for i3 < 0 to CrossNum — 1 do

11: ct;}(l3) < Clyer
12: end for

13: BPlen « RotationSumBP[0][0]
14: for iy < O to RotationSumBP[BPlen][1] — 1 do
15: ct[), S, < AdaptSumSlots (i4, BPlen, ct!, U)

16: for i; < 0 to CrossNum — 1 do
. /(i3) 1(i3) ’ 1(i»,CrossN
17: oty <otV ety © (.S, © 87tz Crosshum))
18: end for
19: end for
20: for i; < 0 to CrossNum — 1 do
21 ct! < ct/ @ Rot <ct/ﬂ(11); CrossCombineBP[i; + 1])
22: end for

23: for j < Otolog, p, — 1 do

24: cté « cté @ Rot (cté; -2/ (n,/po))
25: end for

26: return ct/

which specifies the pairing of kernel outputs within each
ciphertext. The RotationSum procedure is described by
RotationSumBP = [[2],[0,4],[2,4,1,4]]. The first en-
try indicates that the last blueprint index is 2. The entry
[0,4] performs a rotation-and-add operation with shift 4,
while [2,4,1,4] performs the pre-CrossCombine separa-
tion using sign-dependent rotations with shifts 1 and 4,
followed by filtering. The final combination is specified by
CrossCombineBP = [2, 0, 6], meaning that two intermediate
blocks are combined: the first block is accumulated without
rotation, and the second block is rotated by 6 before accu-
mulation.

A comparison of the performance of RO-MPConv and
MPConv centered on the number of rotation operations can
be summarized as follows. Still, the time required for rota-
tion operations at mult level [’ of the ciphertext is denoted
as rp. For conventional MPConv, assuming that operations
start at level /, its performance can be represented as fol-
lows: r;(frfiw — 1+ r_1(g(2[log, k;] + [log, t;1) + ¢,) +
ri—a(log; p,).

For 2-depth consuming RO-MPConv which prioritizes
minimizing execution time, assuming that operations start
at level /, its performance can be represented as follows:
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min (r,(f,f, — 1) +r_1q([logy ¢;1 = x) +r_,(2*p, — 1 +
log, p,)) where x € [0, log, (2[1032 Ci]p[/co)].

For 3 or more depth consuming RO-MPConv variants
which prioritize minimizing execution time, assuming that
operations start at level /, its performance can be represented
as follows: min, . o o (r(frfi,—D+r_(x19) +
Zi:z Fi—m <xm+

j=19j
x € [0,log, (212241, /¢,)1, T 4 = @ [logy /] —x =
anzl x,, and x,, > [log, g,,] for all m.

Once again, due to the heuristic nature of our approach,
this paper does not provide a single, fixed algorithm for RO-
MPConv. Instead, we have presented a set of performance
equations that define the expected optimal performance for
any given convolution configuration. These equations, there-
fore, serve as a benchmark for validation; an implementation
of RO-MPConv can be considered correct if its performance
aligns with the predictions derived from these equations.

+r_4_12*p.—1+log, p,)) where

5. Parallel BSGS Matrix-Vector
Multiplication

Matrix-vector multiplication, including inference of fully
connected layers of neural networks, is a common operation
in recent Al models. Several methods have been devised
for FHE matrix-vector multiplication [12, 36, 37, 38, 39].
One of the well-known methods to multiply a plaintext
matrix and a ciphertext vector is the diagonal method
from [12], and the Baby-step Giant-step (BSGS) algorithm
can be applied to further reduce the number of rotations
and thus the latency. Lee et al. [8] also implemented the
fully connected layer by applying the BSGS algorithm to
the diagonal method (hereinafter referred to as the BSGS
diagonal method).

The characteristic of the BSGS diagonal method is that
it determines the number of slots used only based on the
lengths of the matrix and vector, regardless of the length
of the ciphertext. For instance, when implementing ResNet
targeting the CIFAR-10 ([40]) images in [8], the length of
the ciphertext used is 32768. The fully connected layer of
this ResNet involves a matrix-vector multiplication with a
matrix of size 10 X 64 and a ciphertext containing 64 valid
values. Due to the characteristics of multiplexed parallel
packing, this operation starts with eight identical data copies
within a single ciphertext. However, the BSGS diagonal
method does not take this into account and operates on only a
single data copy, using around 72 slots for the matrix-vector
multiplication. In other words, it does not efficiently utilize
the ciphertext.

Since underutilizing the ciphertext usually necessitates
additional computations, many FHE algorithms, including
the conventional method [8], frequently employ structures
with multiple identical data copies within a single ciphertext.
This pattern is particularly evident in bootstrapping, the
most computationally intensive operation in FHE. Sparse
slot bootstrapping [41], widely adopted across many FHE

dod; dy de1 dea de3

dy ® Rot(ct,;0)
3]

dq ® Rot(ct,; 1)

dy ® Rot(ct,;2)
(2]

64 X 64 = @
dg1 ® Rot(ct,; 61)
53]

de2 © Rot(cty; 62)
(&)

64
M cty, Cly

de3 © Rot(cty; 63)
n

Figure 9: A simple illustration of diagonal method([12]) for
matrix-vector multiplication.

do ® Rot(ct,;0) | PRot(ds; —8) ® Rot(ct,;0) PRot(dss; —56) ® Rot(ct,;0)

dy ® Rot(cty;1) |  PRot(dg; —8) ® Rot(cty; 1) PRot(ds7; —56) ® Rot(cty; 1)

dy ® Rot(cty;2) | PRot(dio; —8) ® Rot(cty; 2) PRot(dss; —56) ® Rot(cty;2)
® ® ®

@ (2] (]
ds ® Rot(cty; 5) | PRot(d13; —8) ® Rot(ct,; 5) PRot(dg1; —56) ® Rot(ct,; 5)

(3}
do © Rot(ct,6) | PRot(d1; —8) © Rot(ct.; 6) PRot(dga; —56) @ Rot(ct.; 6)
3] @ @

d7 ©Rot(cty;7) | PRot(dis; —8) © Rot(ct; 7) PRot(dgs; —56) @ Rot(ct.; 7)
n n il

I
dy d 7

Figure 10: A simple illustration of BSGS diagonal method.

systems, operates under the assumption that multiple identi-
cal data copies exist within a single ciphertext.

Therefore, in this section, we propose parallel BSGS
matrix-vector multiplication, which supports the multipli-
cation of a single plaintext square matrix and ciphertext
vector containing multiple identical data copies. Parallel
BSGS matrix-vector multiplication optimizes the number of
rotations required compared to the BSGS diagonal method,
especially when ciphertext can contain numerous identical
parallel data copies, including multiplexed parallel packed
ciphertext. To explain parallel BSGS matrix-vector multipli-
cation, an understanding of both the conventional diagonal
method and the BSGS diagonal method is required. For an
intuitive explanation, we provide illustrations of an example
for the multiplication of an nxXn matrix and an nX1 ciphertext
where n = 64. Here, the matrix is represented as M, the nx 1
vector as v, and the result as w. In other words, w = Muv.
Since w and v are ciphertexts in practice, we denote the
ciphertext containing the vector v at its head as c?,, and the
ciphertext for w as cf,,. Both ct, and ct,, have the same
length, n;.

Figure 9 illustrates the diagonal method introduced in
[12]. For diagonals of M, d is defined as d,[j] = M [j1[j+i]
where i, j € [0, n). And each d; ’s length is n,, which is the
same as that of cf,. As shown in Figure 9, we can obtain
ct,, by accumulating the products of each d; and Rot(ct ;).
More precisely, it can be expressed as follows. ct,, =
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4096 4096 4096 4096 4096 4096 4096 4096 8 identical data
existed parallely
cty (pi = 8)

{do| PRot(ds; —8)| [PRot(dss; —56)F = Do © Rot(cty; 0)

®
{d1] PRot(dy; —8)| |PRot(ds7; —56)} = D1 © Rot(cty; 1)
®

{d2| PRot(d1o; —8)] |PRot(dss; —56)} = D2 @ Rot(ct;2)
®

{ds| PRot(d13; —8)| [PRot(de1; —56)} = D5 ® Rot(ct,;5)

2}
{dﬁ‘ PROt(dm; 78)‘ ‘PROt(dﬁz; 756)} =D¢® ROt(C’tU; 6)

[S>)
{ds| PRot(d1s5; —8)| [PRot(dg3; —56)} = D7 ® Rot(cty; 7)
"

{dolds |d5 |ds|dy|d5 | dg|d7 } = D'
D' = D' @ Rot(D'; 4096 + 8)

D' = D' @ Rot(I)'; 8192 + 16)
w = D' ®Rot(D';16384 + 32)

Figure 11: A simple illustration of parallel BSGS diagonal
method.

@::01 (di © Rot(ct,; i)>. Since the number of rotations and

plaintexts needed during the diagonal method is determined
by the number of d;, it can be observed that n — 1 = 63
rotations and n = 64 plaintexts are required.

By applying the BSGS algorithm to Figure 9, we can
examine examples of BSGS diagonal method as in Figure
10. The idea leverages the fact that d;s are plaintexts, so
precomputing them incurs no overhead. Therefore, opti-
mization is achieved by pre-rotating d;s. To represent the
BSGS diagonal method, several additional parameters are
defined. n; denotes the small number of pre-rotated cipher-
texts, where n = nn,. d’ denotes the intermediate sums
of products between pre-rotated plaintexts and ciphertexts.

d = @it (PRot (d;; —nyi) © Rot (ct,; j mod ny))

Jj=nyi

fori € [0,n,). ct,, denotes the ciphertext result of matrix-
vector multiplication. ct,, = 69:2(;1 Rot(d]; nyi). The num-
ber of rotations needed in the BSGS diagonal method is
determined by n; = 8 and n, = 8. It can be observed that
ny — 1+ n, — 1 = 14 rotations are required. The number of
plaintexts needed is still the same as the diagonal method. It
requires n = 64 plaintexts.

An example of our proposed algorithm, parallel BSGS
matrix-vector multiplication, can be seen in Figure 11. In
Figure 11, we showcase the scenario where parallel BSGS
matrix-vector multiplication is applied to the fully connected
layer of the ResNet implementation of [8] (for CIFAR-10
images). In the input ciphertext ct,, 8 identical data copies
are located in parallel, and the length of the ciphertext
is n, = 32768. Unlike the conventional BSGS diagonal
method, which only utilizes the leftmost copy, we utilize all 8
copies. To further clarify the concept, additional definitions
are necessary to explain Figure 11. Here, p; signifies that
there are p; identical data copies which are positioned at
equal intervals within a single ciphertext. Specifically, p; = 8

in the case of ct,,. (|U0|U1 |vy|vs|vg|vs U6 U7 |) indicates that
within one ciphertext, the value of v; is located at positions
in, /8. D represents the arrangement of multiple d’s within
one ciphertext. It can be precisely defined as follows:

D, =(14,1PROt(d,4, 3 =) PRO(d, 13, =2 ..
)
|PROt(di+(}’l2—l)n1 5 _(n2 - 1)n1)|>

for 0 < i < ny. In other words, D is obtained by arranging
n, number of d’s within one ciphertext at equal intervals.
D' represents a similar arrangement where multiple d’s

exist within the ciphertext: D' = (|d(’)|d;| |d;2_1|). As

observed in Figure 11, D’ can be obtained as the sum of the
multiplications of D and the rotated cz,. Ultimately, D’ is
generated through three rotations and additions to combine
d’, thus reducing the number of rotations during the process
of combining d’.

The key idea is to modify the plaintext such that, un-
like the conventional structure where there was only one d
within one ciphertext, multiple d’s exist, as illustrated by D.
This idea increases the number of valid values within the
plaintext and reduces the total number of plaintexts required.
Additionally, by repeatedly applying rotation and addition
operations to the ciphertext after computation, d’ can be
effectively combined. In practice, the advantage is evident
in the reduced number of rotations required, as observed in
Figure 11, where the rotation count is reduced to 2 log, n, +
ny —log, p; = 11 with n = 64 = n n, = 8 X 8. Furthermore,
the required number of plaintexts is reduced to n; = 8.

In Figure 11, the number of identical data copies within
the ciphertext is fixed at 8. However, increasing this number
could further reduce the number of rotation operations. For
instance, consider increasing the number of identical data
copies within the ciphertext to 16 by setting n; = 4 and
ny, = 16 and applying ct, = ct, @ Rot(ct,;2048). In this
scenario, when applying parallel BSGS matrix-vector mul-
tiplication, the required rotation count reduces to 2 log, n, +
n; — log, p; = 9. The required number of plaintexts also
decreases to n; = 4. Thus, depending on how n; and n,
are set, performance can vary. Therefore, we provide an
equation to determine n, and n; = n/n, for a given n, which
minimizes the rotation when using parallel BSGS matrix-
vector multiplication.

argmin (210g2 (nz) + (n/nz) — log, pi) ®)
n

At first glance, it may seem that increasing the value of

n,, which determines the number of d in a single ciphertext,
indefinitely could lead to more optimization. However, since
the length of a single ciphertext is limited, the number of
identical data copies that can exist within the ciphertext is
also limited. In other words, in Equation 8, n, is bounded
as p; < ny < n,/(2n). With the determined values of n,
and n, obtained in this manner, we can employ our parallel
BSGS matrix-vector multiplication (ParBSGSMatVecMul)
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Algorithm 3 ParBSGSMatVecMul(D, ct,, ny, ny, p;)

Input: Plaintexts of parallelly located diagonals of n X n
matrix D, Parallelly multiplexed tensor ciphertext that
contains n valid value ct,, number of identical data in
ct, p;, ny and n, that satisfy n = nyn,.
Output: Parallelly multiplexed tensor ciphertext that
contains n valid value ct,,.
CtW “ Ctzero
ct, « ct, @ Rot(ct,; —nn,)
for i; < 1tolog, (n,/p;) do
ct, < ct, ® Rot(ct,; —(n,/p;)/2")
end for
forij <« Oton, —1do
ct,, < ct, @ D[i;] © Rot(ct,; i)
end for
for i; < Otolog, (n,) —1do
ct, < ct,, @ Rot(cty; 21 (n; + n,/n,))
: end for
: return ct,,

R e AN A R

—_ = =

algorithm, as detailed in Algorithm 3. ParBSGSMatVec-
Mul’s input, the parallel diagonal plaintext D, can be further

generalized as follows: D; = 272:61 PRot(d[jn1+i]; —jni—

(n,/n2)j> where i € [0,n)

Finally, in terms of guidance for practical usage, to
effectively utilize ParBSGSMatVecMul, it is necessary for
there to be multiple identical data copies within a single
ciphertext. Therefore, to use ParBSGSMatVecMul, 1) the
number of slots for ciphertexts and plaintexts should be
large relative to the size of the matrix and vector, and
2) multiple instances of the same data should be allowed
within a ciphertext. Additionally, if there are already multi-
ple identical data copies within a ciphertext (denoted as p;),
the effectiveness of ParBSGSMatVecMul can be enhanced,
although the value of p; is not critical to performance.

6. Rotation Key Reduction

Rotation keys required by a given FHE algorithm are
typically generated and transmitted from the client to the
server prior to execution, and are then stored for use dur-
ing computation. Therefore, they do not directly affect the
latency of the algorithm itself. However, if the number of
such required rotation keys is excessively large, it may result
in substantial transmission latency, which can become a
practical bottleneck in real-world deployments.

RO-MPConv significantly reduced the number of rota-
tions and effectively reduced the total size of the required
rotation keys to about one-third (Table 3). In this section,
we aim to further minimize the size of the rotation keys that
need to be transmitted from the client to the server using
additional methods. We employ the hierarchical rotation key
system introduced by [11]. The hierarchical rotation key
system organizes computation keys into hierarchical levels,
reducing the size of the keys that need to be transmitted

K’

o
L K

J J
0O-level Key 1-level Key

0-level Key (with small level key) (with small level key)

1-level Key
Figure 12: A simple and abstract illustration of applying the
hierarchical rotation key system and small-level key system to
rotation key.

from the client to the server. If we define the keys required
to perform rotations on the server as 0 key-level rotation
keys, the client only sends 1 key-level rotation keys. Then,
the server generates 0 key-level rotation keys from the 1
key-level rotation keys. Generating these 0 key-level rotation
keys requires an additional server-side key generation step.
Leeetal. [11] report that this step takes about 10-20 seconds
for ResNet-scale models. This system, known as the two-
level hierarchical rotation key system, allowed us to reduce
the size of rotation keys.

Furthermore, additional optimization is possible by lever-
aging the structure of rotation keys. In CKKS, rotation keys
have a combined structure supporting rotation operations
from level O up to the maximum mult level in the CKKS
parameters to ensure support for rotation operations at all
mult levels. However, if we know precisely at which mult
level rotation operations occur, we can transmit only the keys
relevant to that mult level, reducing the transmission volume.
When applied to RO-MPConv technology, by default, 2
levels are consumed during RO-MPConv operations. There-
fore, transmitting only the rotation keys corresponding to
these levels can reduce the transmission volume of rotation
keys. We define the technique that reduces the size of the
rotation key by limiting the rotation key to support rotation
operations at a limited level as the small-level key system. We
ultimately extended this to a two-level hierarchical rotation
key system.

A simple illustration of the key structure used in this
method is shown in Figure 12. The 0-level key in Figure 12
represents the conventional rotation key. L denotes the maxi-
mum level that the ciphertext can have, and K corresponds to
the special modulus. In our implementation environment, L
and K are 24 and 5, respectively. By applying the two-level
hierarchical rotation key system, we can derive the 1-level
key, whose maximum level becomes L' = L + K = 29.
The key labeled as “1-level Key” in the figure corresponds
to this. Furthermore, by applying our small-level key system,
the supported level of the 0-level key can be reduced to 2.
As a result, the maximum level of the 1-level key is also
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Table 3

Comparison of rotation key size and transmission latency,
assuming 100Mbps for network connection. The evaluation is
conducted on all the convolution operations utilizing 2 depth
used in ResNet that take CIFAR-10 images as input.

RO-MPConv
RO-MPConv +Hierarchical

Method MP- RO- +Hierarchical rotation
etho Conv [8] MPConv rotation key system
key system  +Small-level
key system
Rotation
key size(MB) 29100 8250 2100 1100
Transmission 11.0 28 15

latency(min)

reducedto/ = K+2 = 7, allowing us to achieve a significant
reduction in the size of each rotation key.

Table 3 presents the experimental results of applying
a two-level hierarchical rotation key system and a small-
level key system to reduce the size of rotation keys required
for RO-MPConv. As mentioned in Subsection 4.3, utilizing
additional depth is unrelated to the number of rotation keys.
Therefore, experiments were conducted using the convolu-
tions utilizing 2 depth. By applying the hierarchical rotation
key system and small-level key system to the rotation keys
transmitted in RO-MPConv, we were able to reduce the
size of the final transmitted rotation keys by approximately
29% compared to [8]. Transmission latency showed similar
results, decreasing from 38.8 minutes to 1.5 minutes, a result
that suggests a meaningful improvement in the method’s
practical applicability.

7. Experimental Results

In this section, we will compare the execution time and
size of rotation keys of the various operations proposed by us
with those of the conventional method. The homomorphic
encryption experiments are conducted with Lattigo v5 (a
lattice-based homomorphic encryption library [42]) on an
AMD Ryzen 9 7900X at 3.2 GHz (24 cores) with 124
GB of RAM, running Ubuntu 20.04. We set the main
Lattigo CKKS parameter as follows: N = 2! logQ =
[51,46,46,46,46,46,46,46,46,46,46,46,46, 46,46, 46, 46,
46,46,46,46,46,46,46,46],log P = [60, 60,60, 60, 60].
This CKKS parameter set provides 128-bit security. P de-
notes the special modulus, and the length of special modulus
corresponds to the length of log P. Since our algorithm relies
solely on standard CKKS operations, there are no particular
parameter settings under which it performs exceptionally
better or worse. To ensure the reproducibility of our results,
the complete source code and scripts for all convolution and
matrix-vector multiplication experiments presented in this
paper have been made available at our GitHub repository.

To ensure a comprehensive evaluation of RO-MPConv,
we benchmarked our algorithms on nine distinct convolution
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4 . 8 o—2-de; r
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Figure 13: Latency comparison of
MPConv)  and  conventional  (multiplexed  parallel
convolution in [8]) convolution. For MuseConv, we
used a lighter CKKS parameter setting with logQ =
[51,41,40,40,41, 40,41, 40,40, 40,40,41,41, 40,41, 40,40, 40]
and log P = [50,51,50] due to memory constraints.

proposed  (RO-

configurations. Six of these (CONV1, CONV2, CONV3s2,
CONV3, CONV4s2, CONV4) are based on the ResNet
architecture for CIFAR-10, following the precedent set in the
original MPConv study. To demonstrate broader applicabil-
ity, we also implemented three convolution operations from
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Table 4

Comparison of the number of rotations and rotation keys used in the RotationSum and ZeroOutCombine processes of convolution.
The SISOConv process, which consistently requires 8 rotations and 8 rotation keys and remains unchanged between the
conventional and proposed methods, is omitted to reduce redundancy. Total = SISOConv (8) + RotationSum + ZeroOutCombine.

No. of rotations

No. of rotation keys

Convolution  Process MPConv [8] 2-depth  3-depth 4-depth 5-depth  6-depth MPConv [8] 2-depth
Conv Conv Conv Conv Conv Conv
RotationSum 4 4 - - - - 2 3
CONV1 ZeroOutCombine 17 2 - - - - 16 2
Total 29 14 - - - - 26 13
RotationSum 32 24 16 14 - - 4 6
CONV2 ZeroOutCombine 17 4 4 4 - - 16 4
Total 57 36 28 26 - - 28 18
RotationSum 64 64 40 32 30 - 4 8
CONV3s2 ZeroOutCombine 34 5 5 5 5 - 33 5
Total 106 77 53 45 43 - 45 21
RotationSum 40 32 22 18 - - 5 7
CONV3 ZeroOutCombine 34 9 5 5 - - 33 9
Total 82 49 35 31 - - 46 24
RotationSum 80 64 44 36 32 - 5 8
CONV4s2 ZeroOutCombine 67 10 6 6 6 - 66 10
Total 155 82 58 50 46 - 79 26
RotationSum 48 48 24 20 - - 6 9
CONV4 ZeroOutCombine 67 10 10 10 - - 66 10
Total 123 66 42 38 - - 80 27
RotationSum 144 120 72 57 51 - 6 10
CvTConvl ZeroOutCombine 195 18 10 10 10 - 194 18
Total 347 146 920 75 69 - 208 36
RotationSum 384 288 156 126 108 102 8 12
CvTConv2 ZeroOutCombine 388 35 19 11 11 11 387 35
Total 780 331 183 145 127 121 403 55
RotationSum 4608 4608 1920 1408 1184 1088 9 18
MuseConv ZeroOutCombine 512 0 0 0 0 0 511 0
Total 5128 4616 1928 1416 1192 1096 528 26

modern, state-of-the-art AI models: two from the Convolu-
tional Vision Transformer (CvT) [4] for CIFAR-100 infer-
ence (CvTConvl, CvTConv2) and one from the MUSE [7]
model’s multi-scale feature pyramid generator (MuseConv).
The detailed parameters for these convolutions, such as their
tensor shapes and stride values, are available in Appendix
B. In the following discussion and figures, an i-depth Conv
refers to an RO-MPConv variant specifically designed to
consume i multiplicative levels during its execution.

It should be noted that our experiments on RO-MPConv
focus on operator-level convolution evaluation rather than
complete-model task accuracy. Complete-model task accu-
racy for MPConv-based encrypted inference has already
been demonstrated in prior studies [8, 9, 10]. Since RO-
MPConv is a drop-in replacement for MPConv under the
same multiplexed parallel packing, the relevant numerical
validation in this paper is whether RO-MPConv preserves
the convolution-output approximation behavior of MPConv.

Appendix C confirms that RO-MPConv and its variants
produce errors on the same order as MPConv.

Figure 13 presents the latency comparison of our RO-
MPConv against the conventional MPConv. It should be
noted that for MuseConv, due to memory constraints caused
by the massive rotation key requirements of the conventional
MPConv, we conducted experiments using a lighter CKKS
parameter setting with a maximum level of 18. The results
of Figure 13 clearly show that RO-MPConv significantly
reduces execution time across all tested configurations, with
performance gains becoming more pronounced at higher
multiplicative levels. For the ResNet-based convolutions,
our 2-depth RO-MPConv achieves latency reductions of
20% to 45%, with further improvements up to 66% and
70% for the 3-depth and 4-depth variants, respectively. The
performance gains were even more substantial for modern
architectures. For the CvT operations, the 2-depth variant
reduced latency by approximately 56%, while the 3-depth
and 4-depth variants achieved reductions of up to 79% and
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Table 5

Performance improvements from replacing MPConv with RO-MPConv in state-of-the-art HE-based models. Consistent with the
experimental settings in AutoFHE and CryptoFace, these evaluations were conducted using a maximum multiplicative level of 30,
with bootstrapping consuming 14 levels. The table shows the fraction of total latency attributed to convolution operations, the
latency improvement of the convolution module itself, and the resulting improvement in total end-to-end inference latency. The
results demonstrate that RO-MPConv provides substantial system-level performance gains, particularly for models with a high

convolution latency fraction.

Model Convolution latency MPConv  RO-MPConv  Convolution latency  Total latency
fraction (sec) (sec) improvement improvement
ResNet20 15.2% 31.89 20.17 36.8% 5.59%
MP-CNN [8] ResNet32 14.7% 49.95 31.69 36.6% 5.37%
ResNet44 14.3% 68.02 43.21 36.5% 5.22%
ResNet20 52.0% 120.64  75.75 37.2% 19.36%
AESPA [43] ResNet32 52.0% 190.81 119.67 37.3% 19.37%
ResNet44 51.0% 260.98 163.59 37.3% 19.02%
ResNet20 (boot5)  47.7% 96.93 5137 47.0% 22.43%
ResNet20 (bootll) 30.6% 102.16 44.7 56.2% 17.20%
AutoFHE [9] ResNet32 (boot8) 53.0% 155.27 95.24 38.7% 20.47%
ResNet32 (boot19) 25.1% 125.84 55.46 55.9% 14.05%
ResNet44 (boot8) 58.1% 185.6 102.48 44.8% 26.04%
ResNet44 (boot22) 28.7% 156.92 67.21 57.2% 16.39%
CryptoFace [10]  CryptoFace4 62.9% 305.39 199.18 34.8% 21.89%
81%, respectively. In the case of MuseConv, the 2-depth 6 .
implementation offered a modest 10% improvement, but the Gy }2 ROMP
3-depth and 4-depth versions provided 62% and 72% latency B }2 ra | 75 |acop }4 [ R |9
reductions. e }2 ) — ‘ o }2 N —
The source of these improvements is detailed in Table o |Lsg ol L
4, which quantifies the reduction in the number of rotation Retd - }5 P o }3
operations and rotation keys. The most significant reduction Rety
occurs in the ZeroOutCombine process, where our novel e ; Bo (|,
CrossCombine subprocess replaces a number of rotations __CR"_V__} * o
proportional to the output channels (c,) with a much smaller e } ) _ RoMP } , v
Conv ./ bootstrapping Conv | [ % bootstrapping

number related to the parallel data count (p, — 1). This
reduction is particularly impactful for convolutions with a
large number of channels, such as MuseConv. Although its
2-depth latency improvement was moderate, Table 4 shows
that RO-MPConv reduced the number of required rotation
keys for MuseConv by approximately 95%.

To demonstrate the practical impact of these algorithmic
improvements on overall FHE inference latency, we inte-
grated RO-MPConv into state-of-the-art models that orig-
inally utilized MPConv. We selected representative models
from three distinct categories to showcase the broad appli-
cability and effectiveness of our approach. These categories
include: 1) structurally modified CNNs such as the Patch
CNN (PCNN) in CryptoFace [10], which alters the standard
sequential architecture to manage depth consumption in face
recognition; 2) mixed-degree CNNs from AutoFHE [9],
which employ varying degrees of polynomial approxima-
tions for ReLLU across different layers; and 3) low-degree
approximations, represented by a baseline configuration
utilized in both the AutoFHE and CryptoFace studies, where

(a) MP-CNN (b) AutoFHE with MPConv (c) AutoFHE with RO-MPConv

Figure 14: Comparison of operational layouts across mul-
tiplicative levels in different model architectures. (a) The
baseline MP-CNN, which utilizes a deep polynomial activation
(AppReLU), requiring MPConv operations to be scheduled at
the lowest (fastest) levels immediately before bootstrapping.
(b) AutoFHE with standard MPConv, where the use of mixed-
degree activations (EvoReLU) results in convolutions being
scheduled at higher levels and creates intermittent unused
level gaps. (c) Our proposed application, where MPConv is
replaced by RO-MPConv. By employing RO-MPConv vari-
ants with additional depth (e.g., 3-depth, 4-depth), we can
efficiently schedule operations to fill these previously wasted
levels, creating an optimized computational graph and reducing
overall latency.

the MP-CNN activation function is replaced with a low-
degree polynomial from AESPA [43] to prioritize speed over
accuracy.

MPConv’s model-agnostic nature makes it a straightfor-
ward choice for these diverse applications. However, these
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advanced models often incur higher convolution-related
overhead compared to the original MP-CNN, a challenge
explicitly reported in studies like AutoFHE and CryptoFace.
This trend is corroborated by our findings in Table 5,
where the "Convolution latency fraction" for these models
is notably higher than that of the baseline MP-CNN.

The primary reason for this increased overhead is il-
lustrated in Figure 14. The original MP-CNN architecture
was specifically designed to execute all MPConv operations
at the lowest possible multiplicative levels, where they are
fastest (Figure 14a). In contrast, models like AutoFHE in-
troduce structural variations and mixed-degree activation
functions, which force convolution operations to be executed
at higher, and thus slower, levels (Figure 14b). This often
leaves small, unused gaps in the level consumption between
layers.

Our solution directly targets this inefficiency. As shown
in Figure 14c, we not only replace MPConv with the fun-
damentally faster RO-MPConv but also strategically utilize
RO-MPConv variants that consume additional depth. This
allows us to perfectly fill the previously wasted multiplica-
tive levels, creating a more compact and efficient compu-
tational graph. Priority for using these depth-consuming
variants is given to convolutions operating at higher lev-
els, where the potential latency reduction is greatest. This
strategy is applicable when unused multiplicative levels
are available before the next bootstrapping operation. Such
situations commonly occur because activation functions are
typically implemented through polynomial approximation,
and bootstrapping is usually placed outside the polynomial
evaluation rather than within it. During polynomial evalua-
tion, the number of ciphertexts involved in the computation
can increase, making intermediate bootstrapping inefficient;
for instance, AutoFHE also explicitly avoids placing boot-
strapping within ReLU evaluation. Thus, additional-depth
RO-MPConv variants can reduce convolution latency by uti-
lizing these otherwise idle levels without introducing extra
burden.

By applying this substitution strategy, we achieved sig-
nificant performance gains. As detailed in Table 5, the
latency of the convolution modules themselves was reduced
by up to 57.2%. More importantly, this translated into a sub-
stantial reduction in the total end-to-end model latency by
up to 26.04%. While RO-MPConv also reduces convolution
latency in the baseline MP-CNN, the overall improvement is
modest because the convolution fraction was already small.
However, in advanced models where architectural trade-offs
pushed convolution to higher levels and increased its latency
contribution, RO-MPConv proved to be highly effective at
reducing the entire model’s inference time.

As an additional contribution, this paper introduces a
parallel Baby-Step Giant-Step (BSGS) matrix-vector mul-
tiplication algorithm designed to accelerate other critical
linear operations, such as fully connected layers. The ef-
fectiveness of this method is demonstrated in Figure 15,
which compares its latency against the conventional BSGS
diagonal method [12] under various scenarios.

Fully Connected

—e—Conventional

—e—Proposed

Figure 15: Latency comparison of parallel BSGS matrix-vector
multiplication and BSGS diagonal method.

Table 6

Comparison of the number of rotations and plaintexts required
for matrix-vector multiplication between the BSGS diagonal
method and the proposed ParBSGSMatVecMul algorithm. The
scenario is same as Figure 15. Assume matrix size as nxn, and
vector size as n X 1.

BSGS diagonal

Scenario Criteria method Proposed
Fully connected  # Rotation 15 9
layer in [8] # Plaintext 64 2
_ # Rotation 11 10
n=32 # Plaintext 32 2
_ # Rotation 15 12
n=064 # Plaintext 64 2
_ # Rotation 23 14
n=128 # Plaintext 128 2
_ # Rotation 31 16
n =256 # Plaintext 256 4
_ # Rotation 47 26
n=s12 # Plaintext 512 16

First, when applied to the fully connected layer configu-
ration from [8] (where n = 64, p; = 8, and n, = 32768), our
proposed method achieves a nearly 2X speedup across most
multiplicative levels. Second, to assess its general applica-
bility, we evaluated its performance on n X n matrix-vector
multiplications for various n, setting p; = 1 to represent
cases without pre-existing parallel data. Even in this more
challenging setting, our algorithm achieved a substantial
latency reduction of up to 69%.

This performance gain stems from a fundamental reduc-
tion in the required number of rotation operations. For a
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matrix of size n = n n,, the conventional BSGS diagonal
method requires approximately n; + n, — 1 rotations. In
contrast, our parallel approach requires only 2log, (n,) +
n; — log, p; rotations. Due to the logarithmic term in our
formula, the efficiency advantage of our method becomes
more pronounced as the matrix size n increases. This theo-
retical property is clearly reflected in the performance trends
shown in Figure 15. Table 6 provides a detailed breakdown
of the number of rotations and plaintexts required for each
scenario, further quantifying the improvements.

We note that, in the CNN-based models evaluated in
this paper, matrix-vector multiplication appears only in the
final fully connected layer. Therefore, even a substantial
reduction in matrix-vector multiplication latency has only
a limited impact on the total end-to-end inference latency.
Nevertheless, the proposed parallel BSGS method can be
more beneficial for future HE-based models in which matrix-
vector multiplication accounts for a larger fraction of the
overall computation.

8. Implementation Considerations

Our experimental results have demonstrated that RO-
MPConv is a versatile optimization, successfully enhancing
not only the ResNet but also a range of modern SOTA archi-
tectures like CvT and MUSE. However, similar to all algo-
rithms built upon FHE, its implementation operates within
the fundamental constraint of a finite ciphertext length. This
length is a critical system parameter, as arbitrarily increasing
it to accommodate larger inputs would introduce prohibitive
computational latency.

Consequently, for any FHE-based algorithm, a standard
approach is required when input data dimensions exceed the
capacity of a single ciphertext: partitioning the data across
multiple ciphertexts. To provide clear guidance for imple-
mentation, we explicitly define the operational boundaries of
our algorithm, preempting potential integration challenges.

The following equations formalize the precise conditions
under which the proposed RO-MPConv can be applied di-
rectly without requiring such data partitioning.

7 [logy h;]+[logy w;] ¢ <n ©)

2%, < 2 [log, Ci]pi (10)

Equation 9 expresses the constraint that the input size of
the convolution must not exceed the length of the cipher-
text. Equation 10 addresses whether the ciphertext length
is sufficient to generate the convolution output. Specifically,
p; represents the number of identical data elements in the
ciphertext, and each data element can hold 2/'°2 <1 channels
of information. If the required number of output channels
exceeds this capacity, the ciphertext length would be insuf-
ficient. Thus, the relationship ¢, < 2M1°%2¢1p. is defined.
Moreover, when considering the correlation between the

RotationSum process and the CrossCombine process in
Section 4.2, the number of data blocks combined during
CrossCombine increases by a factor of 2*. This leads to the
final equation 2¥¢c, < 2Mloga ¢/ p; - In addition, by rearranging
Equation 10 with respect to x, the upper bound for x can be
directly obtained as x < log, (2M°#2¢i1p, / ¢y)-

If a target convolution does not satisfy these conditions,
the input or output tensors must be partitioned before apply-
ing our algorithm to each segment. This delineation provides
apractical guide for integrating RO-MPConv into future HE-
based systems.

9. Conclusion and Future Works

In this paper, we addressed the critical performance
bottlenecks that hinder the practical deployment of homo-
morphic encryption-based deep learning: high latency and
large key sizes, particularly in convolution operations. We
introduced Rotation-Optimized Multiplexed Parallel Convo-
lution (RO-MPConv), a novel algorithm that fundamentally
redesigns the state-of-the-art MPConv to minimize the num-
ber of costly rotation operations. We further enhanced its
flexibility by introducing variants that consume additional
multiplicative depth, offering a strategic trade-off for even
greater latency reductions.

Our experimental results validate the effectiveness of
these contributions. RO-MPConv not only significantly re-
duces the latency of standalone convolution operations but
also effectively reduces the overall inference latency of
existing state-of-the-art models by up to 26% through di-
rect substitution. This demonstrates that optimizing core
HE primitives translates into substantial system-level gains.
Furthermore, by combining our proposed small-level key
system with a hierarchical structure, we reduced the rotation
key transmission size by a factor of 29, directly tackling the
communication overhead in client-server environments. As
a complementary contribution, we also presented a parallel
BSGS matrix-vector multiplication method, which acceler-
ates other common linear operations by leveraging the data
packing characteristics inherent in many HE schemes.

Collectively, our work provides a suite of optimizations
that significantly lowers the computational and commu-
nication barriers for privacy-preserving machine learning.
By making fundamental operations faster and lighter, we
enhance the practical feasibility of deploying complex,
deep neural networks over encrypted data. Building on this
foundation, our future work will focus on utilizing these
optimized building blocks to construct fully homomorphic
implementations of modern, convolution-integrated archi-
tectures, such as advanced CNN variants, convolution-
integrated Vision Transformers, and State-Space Models,
further expanding the horizons of secure and private Al
applications.

A. RO-MPConv Blueprints

This section provides examples of the blueprints and
further details regarding their implementation. Specifically,
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Algorithm 4 KernelBP Initialization

Algorithm 5 CrossCombineBP Initialization

Require: Convolution parameters (C,, k;, k,. p;» Py> 4)
Ensure: KernelBP

1: KernelBP <« @

2: forr=0,...,9—1do

3: if k; = k, then

4: forj=0,...,p;—1do

5: u<r+ %j

6: ifu>C, then

7: u<«2\u/C,] + wmod C,)

8: end if

9: KernelBP[r, j] « u

10: end for

11: else ,

12: s < (rmod k;) + k, [rmZ?k"J +k§ [k_r,zJ

13: if s > C, then

14: s < 2|s/C,] + (s mod C,)

15: end if

16: for j=0,....,p,— 1 do

17: KernelBP[r,j] <« s + k;(jmod2) +
koki L]/ZJ

18: end for

19: end if

20: end for

21: return KernelBP

Tables 7—11 present a representative subset of the blueprints
used for the RO-MPConv configurations evaluated in our
ResNet architectures. Because exhaustively listing all cases
is impractical, the complete set of blueprints for all evalu-
ated scenarios is available in our public GitHub repository.

These blueprints are explicitly optimized to minimize
computational latency by leveraging the structural corre-
lation between the RotationSum and CrossCombine pro-
cesses. Due to the heuristic nature of the RO-MPConv
algorithm, the proposed blueprints are not strictly unique
for a given convolution scenario. While alternative valid
configurations exist, they are empirically unlikely to yield
superior latency reductions. Alternative valid blueprints
can also be tested in our repository.

We also provide a practical guide for constructing and
refining these blueprints. First, initialize the blueprints us-
ing Algorithms 4—6. While this initialization corresponds to
the baseline RO-MPConv layout described in Section 4.1, it
does not necessarily produce the optimal configuration. Fol-
lowing this initialization, the blueprints can be further re-
fined by exploiting the correlation between the RotationSum
and CrossCombine processes, as discussed in Section 4.2.
Specifically, the overall execution time can be optimized by
trading a reduction of rotations in the RotationSum stage
for a slight increase in the CrossCombine stage, ultimately
decreasing the total number of rotations. Furthermore, if
additional multiplicative depth is permissible in a given set-
ting, the blueprints can be further optimized following Sec-
tion 4.3 by merging ciphertexts that share identical rotation

Require: Convolution parameters (k,, p;, W, H,, N) and
KernelBP
Ensure: CrossCombineBP

I: B« N/p,
2: CrossCombineBP « [0]
3: for j=0,...,p;,—1do
4: ¢ < KernelBP[O, j]
5 fm(.]) <« jB
2
6 Loulc) < (¢modk,) + kW, |10 "”J +

s
won 2]

7: CrossCombineBP « CrossCombineBP || [£;,(j) —
fout(cj)]

8: end for

9: CrossCombineBP[0] < |CrossCombineBP| — 1

10: return CrossCombineBP

Algorithm 6 RotationSumBP Initialization

Require: Convolution parameters (C;, k;, g, W;, H;)
Ensure: RotationSumBP
L R«<@

RotationSumBP « @
if k; > 1 then

fora=0,...,log, k; — 1 do

R < R U {24}
end for
fora=0,...,log, k;, — 1do
R <« RU{2W;k;}

end for
end if
: D« W;Hk?
L. < [log, (|C;/k?])]
: fora=0,...,L,—1do
R <« R U {D2%}
: end for
7 « [log, q]
: Mode, « [2,4]
fora=0,...,7—1do
Mode, < Mode, || [R,]
. end for
: Mode; <
cfora=r1,...,|R|—-1do
Mode, < Mode, || [[0, R ,]1]
: end for
: RotationSumBP « [[|Mode| + 1]] || Mode, || [Mode, ]
: return RotationSumBP

R A A i

RO RN N R = m e e s s e e
Y S T N e R R L N N T N

shifts during the RotationSum process, thereby reducing
the total execution time. It is worth noting that the CONV4
blueprint shown in Table 10 and Table 11 can be directly
generated by these initialization algorithms, as it does not
exploit the RotationSum—CrossCombine correlation.
Regarding the notation used in the blueprint algorithms,
the x-th element of a 1-dimensional blueprint A is denoted
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as A[x], and the y-th element of a 2-dimensional blueprint
B[x] is denoted as B[x][y]. All blueprint indices are zero-
based (e.g., the first element of A is A[0]). Additionally, ¢

Table 8
4-depth Conv blueprint.

denotes an empty list, | - | denotes the length of a list, and || Convolution  RotationSumBP CrossCombineBP
denotes list concatenation. For example, if A = [ay, a;] and (31,
B = [by, bq], then A||B = [ag,ay, by, b1]. For simplicity, [1,2,1024],
KernelBP remains consistent regardless of the multiplicative CONV2 [1,2,2048], [4,0,8192, 8192, 16384]
depth consumed by the convolution. [2,2,4096]]
[[31,
B. Parameters CONV3s2 H > égig’ [4,0,8191, 16352, 24543 ]
Various parameters such as h;, h,, w;, W, ¢;, ¢y [ frvs S5 [2: 4: 4096,’8192]]
ki, ko t,t,, Dis Dy P and g are defined differently depending
on the shape of each convolution. Table 12 shows the (151,
values of these parameters used in each convolution shape. H ; ;]2]
These parameters are also defined to represent the MPConv ~ CONV3 [0: 20 48]: [4,0,6144, 12288, 18432]
described in [8]. To avoid confusion, a notation similar to [0,4096],
that in [8] is used. [2,2,1024]]
Parameters w;, h;, and c; respectively represent the (4]
width, height, and channel numbers of the three-dimensional (1. 2 1.
1pput data of convolut.lon. Slmllarly, w,, h,, and c, respec- CONV4s2 [1.2.32]. [4.0.8190, 16320, 24510]
tively represent the width, height, and channel numbers of [0,4096],
the three-dimensional output data of convolution. f, f,, are (2,4, 1024, 2048]]
height and width numbers of kernel data, and s represents (6]
the stride value of convolution. k;, k, are gaps of the input [l 2 1
and output ciphertexts of convoluti()cn,] respecti\[uzl}a. Other [1:2: 2]: 8.0,4032.7168.11200
variables can be defined as #; = [k—’_z , 1, = k—‘é sPi =  CONV4 [0, 641, »0, , , ,
o < . )J N < ., i )J [0, 1024], 14336, 18368, 21504, 25536]
) 2\ gt Py = 2 €2\ ooty ,and ¢ = [2]. [0,2048],
pi [2,2,32]]
Specifically, p; and p, represent the number of identical
parallel data blocks within the input and output ciphertexts.
Finally, p, = max (sz,pi/[pi/po]) is a new parameter  .pje 9

proposed to denote the essential number of parallel data

3-depth Conv blueprint.
blocks to be merged in CrossCombine.

Convolution  RotationSumBP CrossCombineBP
Table 7 [[2],
5-depth Conv blueprint. CONV2 [1,2,1024], [4,0,8192,8192,16384]
[2,4,2048,4096]]
Convolution RotationSumBP CrossCombineBP 2]
([4], CONV3s2 [1,4,1024,2048], [4,0,8191, 16352, 24543]
[1,2,1024], [2,4,4096,8192]]
CONV3s2 [1,2,2048], [4,0,8191, 16352, 24543]
[1,2,4096], (141,
[2,2,8192]] [1,4,1,32],
CONV3 [0,2048], [4,0,6144, 12288, 18432]
[[51, [0, 4096],
(1,2,1], [2,2,1024]]
CONV4s2 [1,2,32], [4,0,8190, 16320, 24510]
[1,2,1024], o ’ J (131,
[0,4096], CONvasp L4 1,32], [4,0,8190, 16320, 24510]
[2,2,2048]] [0, 4096],
[2,4,1024,2048]]
[[5],
[1,4,1,2],
[0, 64], [8,0,4032,7168, 11200,
CONVv4 [0, 1024], 14336, 18368, 21504, 25536]
[0,2048],
[2,2,32]]
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Table 11

Table 10 KernelBP blueprint.
2-depth Conv blueprint. ;
Convolution KernelBP
Convolution RotationSumBP CrossCombineBP CONV1 [[0.4.8.12.2.6.10. 14].[1,5.9.13.3.7. 11, 15]]
(121,
[[0,8],[1,9],[2,10],[3, 11],
CONV1 [0,2048], [2,0,14336] CONV2
[2.2.1024]] [4,12],[5,13],[6, 14],[7, 15]]
CONV2 ’ S , S [24,26],[28,30], 1, 3], [5,7], 9, 11], [13, 15],
[2,8,1024,2048,4096]] 8192, 16384] [17.19]. [21,23]. [25. 27]. [29. 31]]
[[1], [4,0,8191,
CONV3s2 [10,8,16,241,[1,9, 17,25],[2, 10, 18, 26],
[2,16,1024,2048,4096,8192]]1 16352,24543] CONV3 [3.11.19,27]. [4. 12.20.28]. [5. 13.21,29],
[8,0,4096, [6,14,22,30],[7,15,23,31]]
(2], 6144, 10240
CONV3 [0,2048], 1228’8 163821 [fo,2,8,101,[1,3,9,111,[4,6,12,141,[5,7, 13, 15],
[2,8,1,32,1024]] 18432’22528i [16,18,24,26],[17,19,25,27],[20, 22,28, 30],
‘ CONV4s2  [21,23,29,31],[32,34,40,42],[33, 35,41, 43],
[8,0,4096, [36,38,44,461,[37,39,45,47],[48, 50, 56, 58],
CONV4s2 (11, 8190, 12286, [49,51,57,59],[52,54,60,62],[53,55,61,63]]
[2,16,1,32,1024,2048]] 16320,20416,
24510, 28606] [[0, 8, 16,24,32, 40,48, 56],
[1,9,17,25,33,41,49, 57],
(141, [2,10, 18, 26,34, 42,50, 58],
[0, 641, 581608 4101322(;0 CONV4 [3,11,19,27,35,43,51,59],
CONV4 [0, 1024], 1433’6 1836;3 [4,12,20,28,36,44,52,60],
[0,2043], 215047255363 [5,13,21,29,37,45,53,61],
[2,8,1,2,32]] ’ [6,14,22,30, 38,46, 54, 62],
[7,15,23,31,39,47,55,63]]
Table 12
Parameters that are used in MPConv and RO-MPConv.
Component CONV1 CONV2 CONV3s2 CONV3 CONV4s2 CONV4  CvTConvl CvTConv2 MuseConv
i 3 3 3 3 3 3 3 3 3
S 3 3 3 3 3 3 3 3 3
s 1 1 2 1 2 1 2 2 1
h; 32 32 32 16 16 8 8 4 8
h, 32 32 16 16 8 8 4 2 8
w; 32 32 32 16 16 8 8 4 8
w, 32 32 16 16 8 8 4 2 8
¢ 3 16 16 32 32 64 64 192 512
¢, 16 16 32 32 64 64 192 384 512
k; 1 1 1 2 2 4 1 2 1
k, 1 1 2 2 4 4 2 4 1
t; 3 16 16 8 8 4 64 48 512
t, 16 16 8 8 4 4 48 24 512
3 8 2 2 4 4 8 8 8 1
P, 2 2 4 4 8 8 8 16 1
p. 2 2 4 4 4 8 8 8 1
q 2 8 16 3 16 8 24 48 512
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Table 13

Maximum absolute error ||Y, — Y|, between plaintext convolution outputs Y,

, and FHE convolution outputs Y,

for MPConv and RO-MPConv variants. For MuseConv, we used a lighter CKKS parameter setting with logQ =
[51,41,40,40,41,40,41,40,40,40,40,41,41,40,41, 40,40,40] and log P = [50,51,50] due to memory constraints.

RO-MPConv
Convolution  MPConv 2-depth 3-depth 4-depth 5-depth 6-depth 7-depth
Conv Conv Conv Conv Conv Conv

CONV1 1.790e-08 2.195e-08 - - - - -
CONV2 3.864e-08 4.310e-08 3.749e-08 3.655e-08 - - -
CONV3s2 3.896e-08 4.067e-08 3.347e-08 3.145e-08 3.224e-08 - -
CONV3 5.275e-08 5.639e-08 5.839e-08 4.702e-08 - - -
CONV4s2 5.152¢-08 5.095e-08 4.907e-08 4.906e-08 4.651e-08 - -
CONV4 6.954e-08 6.505e-08 7.402¢-08 6.136e-08 - - -
CvTConvl 6.628e-08 6.470e-08 6.710e-08 6.924e-08 6.902e-08 - -
CvTConv2 1.047e-07 9.520e-08 8.922e-08 9.679e-08 1.082e-07 8.500e-08 -
MuseConv 1.569e-05 1.665e-05 1.461e-05 1.547e-05 1.483e-05 1.379e-05 1.232e-05

C. Convolution-Output Consistency

This section reports the operator-level numerical consis-
tency of RO-MPConv. Let Y, denote the output of the corre-
sponding plaintext convolution and Y, denote the decrypted
output of the FHE convolution. We measure the maximum
absolute error ||Y, — Y, ||, for MPConv and RO-MPConv.
Table 13 shows that the errors of RO-MPConv remain on the
same order as those of MPConv across all tested convolution
settings. This trend also holds for RO-MPConv variants that
consume additional multiplicative depth, indicating that the
proposed convolution does not introduce additional numer-
ical degradation beyond the expected CKKS approximation
error at the convolution-output level.
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